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ambridge. MA, USA 02138
1 617 495 4643; zittrain@law.harvard.ed

EMPLOYMENT  Harvard University 2000-present
George Bemis Professor of International Law (2008-present); Assistant Professor (2000-05);
Visiting Professor (2006-2007). Professor of Computer Science, School of Engineering and
Applied Sciences (2010-present). Member of Faculty, Kennedy School of Government (2008-
present). Vice Dean for Library and Information Resources, Harvard Law School Library (2012-
present). Representative courses taught: Internet & Society: The Technologies & Politics of
Control; Torts; Counsel to the Internet Client. Projects include design of in-class and
asynchronous teaching tools; testing of Internet filtering by governments worldwide; production
of distributed computing platforms to assist in the detection and prevention of malware; and co-
creation of site to accrue reports of Web takedowns under legal threat.

Berkman Klein Center for Internet and Society 1996-present
Co-Founder and Faculty Director of the Harvard Law School Berkman Klein Center for
Internet & Society; Lecturer on Law, HLS; Adjunct Lecturer on Public Policy, John F.
Kennedy School of Government (Spring 2000; Dean’s Teaching Award). Representative
courses taught: Internet & Society; The High- Tech Entrepreneur; The Microsoft Case,
<cybet.law.hatvard.edu/msdoj>; The Laws of Cybetspace: Social Protocols (w/Lartry Lessig).

Federal Communications Commission 2011-2014
Distinguished Scholar in Residence (2011); Chair, Open Internet Advisory Committee (2012-
2014).

University of Oxford 2005-2008

Professor of Internet Governance and Regulation (University Chair). Director of Graduate
Studies, Oxford Internet Institute, 2005-2007. Visiting Professor of Law, Stanford Law School,
Fall 2007. Jack N. and Lillian R. Berkman Visiting Professor for Entrepreneurial Legal Studies,
Harvard Law School, Winters 2006-2007.

The Hon. Stephen F. Williams

U.S. Court of Appeals for the D.C. Circuit 1995-96
One-year judicial clerkship. Issues included separation of powers, the First Amendment
(defamation, government regulation), and judicial review of agency action.

U.S. Senate Select Committee on Intelligence 1992, 1994
Contributed to staff oversight of the U.S. intelligence community and its budget. Work
included review of tactical military and national foreign intelligence policies and programs.
Assisted staff investigation of the CIA over the Aldrich Ames case. TS/SCI clearance.

U.S. Department of Justice Summer 1993
Contributed to briefs by the Appellate Staff of the Civil Division. Issues included whether
electronic mail is a Federal record subject to FOIA (Armstrong v. Exec. Office of the
President), and the constitutionality of a ban on honoraria for Federal employees (N.T.E.U. v.
U.s.).

U.S. Department of State 1991
Reported on crisis readiness at U.S. posts abroad from Quito, Ecuador, and Washington, D.C.

Microsoft Corporation Summer 1990
Liaison between programming and marketing teams of Excel program group.

Allegheny County Bar Association 1987-90
Created and developed “Allegheny Lawyers Online,” a major non-profit electronic information
service for legal professionals in the greater Pittsburgh area.

Northwestern University Institute for the Learning Sciences Summer 1989
Helped design and code artificial intelligence counter-planning model against international
terrorism.
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BOARDS
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CompusServe Information Service 1984-2004
Forum Administrator of the Forum Administrators’ Forum on the 2,000,000-member
CompuServe network.

Computer Shopper Editorial Columnist 1986-1990

Harvard Law School
J.D. magna cum lande, June 1995
Winner, Williston Contracts Competition, 1991
Advocate & board member, Battered Women’s Advocacy Project

Harvard University John F. Kennedy School of Government
M.P.A. Science, Technology, and Public Policy, June 1995

Yale University
B.S. summa cum lande, June 1991; Phi Beta Kappa
Special Divisional Major: Cognitive Science and Artificial Intelligence
Integrated work in computer science, political psychology, neuroscience and philosophy
Theses: “A Computer Model of Strategic Issues Faced by Political Candidates”
“A Case-Based Counterplanner in the Domain of International Terrorism”
Speaker of the House, Yale Political Union; Editorial columnist, Ya/ Daily News

Pennsylvania, District of Columbia, Massachusetts

U.S. Supreme Court and U.S. Courts for the District of Columbia District & Circuit, First Circuit, and
Massachusetts District

U.S. # 6,998,984 and U.S. # 7,324,000 (state adaptation devices and methods for wireless communications);

U.S. # 7,107,311 (a system for facilitating communications over a network among participants and a modera-
tor)

Council on Foreign Relations (permanent member); Wotld Economic Forum (Forum Fellow, 2000-present;
Global Leader for Tomorrow, 2000); iCommons (Creative Commons International) (board member, 2005-
2009); Internet Society (trustee, 2009-2012); Scientific American (advisory board, 2009-present); National
Security Agency Advisory Board—Compliance and Commercial Technology panels (advisory board member,
2010-present); Electronic Frontier Foundation (board member, 2011-present); Open Internet Advisory Com-
mittee (FCC) (Chair, 2012-2014).
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PUBLIC U.K. House of Lotds, Select Committee on Science and Technology, October 2006.

TESTIMONY . . ) .
U.S. Department of Homeland Security Privacy Advisory Board, Cambridge, MA,

June 15, 2005.

“The Role of Scientific and Technical Data and Information in the Public Domain: New Legal Approaches in
the Private Sector,” in The Role of Scientific and Technical Data and Information in the Public Domain:
Proceedings of a Symposinm (169-174), National Research Council, National Academy of Sciences, 2003.

Testimony before the Copyright Arbitration Royalty Panel, United States Copyright Office, Library of
Congtess, “In the Matter of: Digital Performance Right in Sound Recordings and Ephemeral
Recordings,” August 2001. Supplemental testimony, October, 2001.

“The Internet and Federal Courts: Issues and Obstacles,” Testimony before the U.S.
House of Representatives, Subcommittee on Courts and Intellectual Property,
Committee on the Judiciary, June 29, 2000.

Testimony before the U.S. Senate, Committee on Commetce, Science, and Transportation, on S. 2255, a pro
posed extension of the Internet Tax Freedom Act, April 12, 2000.

“Domain Name System Privitization: Is ICANN Out of Control?”, Testimony before the U.S. House of
Representatives, Subcommittee on Investigations and Oversight, Committee on Commerce, July 22,
1999.

BOOKS Access Contested: Security, Identity, and Resistance in Asian Cyberspace, with Ron Deibert, John Palfrey, and Rafal
Rohozinski (MIT Press, 2011).

Access Controlled: The Shaping of Power, Rights, and Rule in Cyberspace, with Ron Deibert, John Palfrey, and Rafal
Rohozinski (MIT Press, 2010).

The Future of the Internet — And How to Stop It (Yale U. Press and Penguin UK, 2008).

Access Denied: The Practice and Policy of Global Internet Filtering, with Ron Deibert, John Palfrey, and Rafal
Rohozinski (MIT Press, 2008).

Internet Law, with Charles Nesson, Larry Lessig, Terry Fisher, and Yochai Benkler (Foundation Press, forth
coming 2009). Authored Technological Complements to Copyright (2005); Jurisdiction (2005).

The Torts Game: Defending Mean Joe Greene (Aspen Publishing 2005).

SHORTER Forthcoming: “Journalism After Snowden: The Future of the Free Press in the Surveillance State,” Columbia
WORKS University Press (postscript, 2016).

“Perfect Enforcement on Tomorrow's Internet" in Regulating Technologies Roger Brownsword & Karen Yeung
eds., Hart Publishing (UK), 2008).

"The Role of Scientific and Technical Data and Information in the Public Domain: New Legal Approaches
In the Private Sector" in The Role of Scientific and Technical Data and Information in the Public Domain:
Proceedings of a Symposium 169 (National Research Council, National Academy of Sciences, 2003).

"Be Careful What You Ask For: Reconciling a Global Internet and Local Law" in Who Rules the Net? (Cato
Institute, 2003).

"Taming the Consumet's Computet" in Policy Matters (AEI-Brookings Joint Center for Regulatory Studies,
2002).

“ICANN: Between the Public and the Private" in The Best in E-Commerce Law (Warren Agin ed., Bowne &
Co., 2001).

PERIODICAL “Mass Hacks of Private Email Aren’t Whistleblowing, They are at Odds With It,” Just Security, Oct. 19, 2016.
PUBLICATIONS “A Grand Bargain to Make Tech Companies Trustworthy?" with Jack Balkin, The Atlantic, Oct. 2016.

“The Good News and the Troubling News: We’re Not Going Dark,” Lawfare, Feb. 1, 2016.

“A Few Keystrokes Could Solve the Crime. Would You Press Enter?,” Just Security, Jan. 12, 2016.

“Reflections on Internet Culture,” Journal of Visual Culture, Dec. 2014.
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PERIODICAL
PUBLICATIONS
(Cont’d.)

“The Case for Kill Switches in Military Weaponry," Scientific American Fornm, Sept. 3, 2014
“Why Libraries [Still] Matter," Medium, Sept. 10, 2014.

"Facebook Could Decide an Election Without Anyone Ever Finding Out: The scary future of digital
Gerrymandering—and how to prevent it," New Republic, June 1, 2014.

“Engineering an Election,” Harvard Law Review Forum, June 2014.
“Did Steve Jobs Favor or Oppose Internet Freedom?" Scientific American, Dec. 2011.
"Better Data for a Better Internet," with John Palfrey, 334 Science 1210 (2011).

"Response to Duncan Hollis, An E-SOS for Cyberspace,” Second Harvatd International Law Journal/
Opinion Juris Symposium, July 13, 2011.

"Freedom and Anonymity: Keeping the Internet Open," Scientific American, March 2011, at 13.

"Will the U.S. get an Internet "kill switch"?" with Molly Sauter, MIT Tech Review, March 4, 2011.

"Net Neutrality as Diplomacy," 29 Yale and Policy Review, Inter Alia (2010).

"Everything You Need to Know about Wikileaks," w/ Molly Sautet, MIT Tech Review, December 9, 2010.
"The Fourth Quadrant," 78 Fordham Law Review 2767 (2010).

"The Internet and Press Freedom," 45 Harv. Civ. Rts. - Civ. Liberties L. Review 565 (2010).

“Book Review," 460 Nature 575 (2009) (book review).

"Google's Cloud: How to Cope with the Disappearance of the PC," Newsweek, July 9, 2009.

"Law and Technology: The End of the Generative Internet," 52 Communications of the ACM 18 (2009).

"How to end the copyright wars," 457 Nature 264 (2009) (reviewing Lawrence Lessig, Penguin, Remix:
Making Art and Commerce Thrive in the Hybrid Economy (2008)).

"Web Tactics," with Robert Faris, 38 Index on Censorship 90 (2009).

"The Internet is Closing to Innovation," Newsweek, December 8, 2008.

"The End is Near: The Future of the Net Probably Won't Be As Bright As We Think," Playboy, June 2008.

"Spam Works: Evidence from Stock Touts and Corresponding Market Activity," with Laura Frieder, 30
Hastings Communications & Entertainment Law Journal (Comm/Ent) 479 (2008).

"The Web's Dark Energy," Technology Review, Vol. 111 Issue 4, July 2008.

"Privacy 2.0," 2008 University of Chicago Legal Forum 65 (2008).

"Ubiquitous Human Computing," 366 Philosophical Transactions of the Royal Society 3813 (2008).
"Saving the Internet," Harvard Business Review, June 2007, at 49.

"A History of Online Gatekeeping," 19 Harvard Journal of Law and Technology 253 (2000).

"The Generative Internet," 119 Harvard Law Review 1975 (2006).

"Normative Principles for the Evaluation of Free and Proprietary Software," 71, No. 1 University of Chicago
Law Review (2004).

"The End of Hide and Seek," CIO Magazine, Fall/Winter.

"The Copyright Cage," Legal Affairs, July/August 2003, at 26.

"Internet Filtering in China," with Ben Edelman, IEEE Intetnet Computing, March/April 2003, at 70.
"Internet Points of Control," 44 Boston College Law Review 653 (2003).

"Can the Internet Sutrvive Filtering," CNET, July 2002.

"Beware the Cybercops," Forbes, July 8, 2002.

"Policy Matters," 2 AEI-Brookings Joint Center for Regulatory Studies 10 (2002).

“Too Much of a Good Thing," World Economic Forum Worldlink, January/February 2002.

"What's in a Name?" 55 Federal Communications Law Journal 153 (2002) (reviewing Milton L. Mueller, The
MIT Press, Ruling the Root: Internet Governance and the Taming of Cyberspace (2002)).
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PERIODICAL
PUBLICATIONS
(Cont’d.)

NEWSPAPER
PUBLICATIONS

"Welcome to Second Class," CIO Magazine, March 2001.

"Balancing Control and Anarchy on the Internet," The Chronicle of Higher Education, October 13, 2000.
"Lost in a Cyber Campus," Wotld Economic Forum Wotldlink, May/June 2000.

"How to Think About the Net Sales Tax Quandry," The New Republic Online, May 4, 2000.

"Privicating Privacy: Reflections on Henry Greely's Commentary," 52 Stanford Law Review 1595 (2000).

"Panel Discussion: Policing Obscenity and Pornography in an Online Wotld," with Anne Beeson, 8
William & Mary Bill of Rights Journal 693 (2000).

"What the Publisher Can Teach the Patient: Intellectual Property and Privacy in an Era of Trusted
Privication," 52 Stanford Law Review 1201 (2000).

"Evaluating the Costs and Benefits of Taxing Internet Commerce," with Austan Goolsbee. 52 National
Tax Journal 413 (1999).

"ICANN: Between the Public and the Private," Berkeley Technology Law Journal, 1999, at 1071.

“Digital Crime: Policing the Cybernation," 10, No. 2 European Journal of International Law (1999)
(reviewing Neil Barrett, Kogan Page, Digital Crime: Policing the Cybernation (1997)).

"The Un-Microsoft Un-Remedy: Law Can Prevent the Problem That It Can't Patch Later," Connecticut
Law Review, 1999, at 1361.

“Apple’s Emoji Gun Control,” The New York Times, August 16, 2016, Opinion Pages.

"The Right to be Forgotten Ruling Leaves Nagging Doubts," Financial Times, July 13, 2014.
"Confidential info threatened, but technology can help," Boston Globe, June 8, 2014, Opinion Pages.
"Don’t Force Google to ‘Forget’," The New York Times, May 14, 2014, Opinion Pages.

"Encourage More Hackathons," The New York Times, June 15, 2011, Room for Debate.

"The Lightning Effect," The New York Times, September 23, 2011, Room for Debate blog.

"Let Consumers See What's Happening," The New York Times, December 2, 2011, Room for Debate.
"Who watched my cheese?" livemint.com, Wall Street Journal, December 30, 2010.

"An Impenetrable Web of Fees (part of "Who Gets Priority on the Web?")," New York Times, Aug. 10,
2010, Room for Debate.

“A Fight Over Freedom at Apple's Core," Financial Times, Feb. 3, 2010, (Op-Ed).

"Lost in the Cloud," The New York Times, July 19, 2009, (Op-Ed).

"Facebook Rules," The New York Times, Feb. 18, 2009, Room for Debate Blog.

"A Simple Way to Avoid Being the Next Star Wars Kid," The Sunday Times, May 4, 2008.

"Companies Need Guidance to Face Censors Abroad," with John Palfrey, CNET, August 14, 2007.
"Deploying the Wisdom of the Crowds Against Badware," with John Palfrey, CNET, July 29, 2006.
"Reactions to the Supreme Court's decision in Eldred v. Ashcroft," Washington Post, January 16, 2003.
"Calling Off the Copyright War," Boston Globe, November 24, 2002.

"The Friendly Little Computer that Could," New York Times, March 18, 2002.

"Taming the Consumet's Computer," New York Times, March 11, 2002.
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WORKING PAPERS

REPORTS &
STUDIES

PRESENTATIONS

"A Mutual Aid Treaty for the Internet," Future of the Constitution Series (Brookings ), No. 8 (2011).
With Benjamin Edelman. Documentation of Internet Filtering Worldwide (2003).

With Benjamin Edelman. Statement of Lssues and Call for Data on Differential Google Filtering (2003).
With Benjamin Edelman. Software Application to Collect Filtering Data (2003).

Empirical Analysis of Internt Filtering in China (2002).

"Evaluating the Costs and Benefits of Taxing Internet Commerce," Social Science Research Network Working
Paper Series with Austan Goolsbee,(1999).

“Don’t Panic: Making Progress on the ‘Going Dark’ Debate,” with Matt Olsen, Bruce Schneier and others,
The Berkman Center for Internet & Society at Harvard University (20106)

“Algorithmic Allegories,” with Marcus Comiter and Ben Sobel, Harvard Law School Case Studies (2015).

“Internet Monitor 2014: Reflections on the Digital World", The Berkman Center for Internet and Society at
Harvard University (Urs Gasser & Jonathan Zittrain eds., 2014).

"From Sony to SOPA: The Technology-Content Divide", with John Palfrey, Kendra Albert & Lisa Brem,
Harvard Law School Case Studies (2013).

“Open Internet Advisory Committee 2013 Annual Report”, The Open Internet Advisory Committee
Federal Communications Commission (co-author, 2013).

"Internet Monitor 2013: Reflections on the Digital World", The Berkman Center for Internet and Society at
Harvard University (Urs Gasser & Jonathan Zittrain eds., 2013).

"Game Changers: Mobile Gaming Apps and Data Privacy", with Susan Crawford and Lisa Brem, Harvard
Law School Case Studies (2012).

"The Smart Grid", with Sonia McNeil, Paul Kominers, and John Palfrey Harvard Law School Case Studies
2012).

"The WikiLeaks Incident: Background, Details, and Resources", with Alan Ezekiel and John Palfrey, Harvard
Law School Case Studies (2012).

"Accountability and Transparency at ICANN: An Independent Review (Final Report)", with Urs Gasser,
Herbert Burkert and John Palfrey, Berkman Center Research Publication No. 2010-13. (2010).

"Internet Filtering Series” with John G. Palfrey, Derek Baumbauer, Rafal Rohozinski, Ronald
Deibert and Nart Villeneuve(2005).

"Survey of Usage of the .BIZ TLD" with Ben Edelman (2002).

“The Future of the Library - And How to Stop It" (keynote), American Association of Law Libraties 2009
Annual Meeting and Conference, Washington, D.C (July 26, 2009).

"The Kindness of Strangers" at TEDGlobal 2009, Oxford, UK (July 22, 2009).

"Civic Technologies and the Future of the Internet” Panel/Presentation at SXSW Interactive, Austin, TX
(March 14, 2009).

Speaker at CERT Technical Symposium, Carnegie Mellon University, Pittsburgh, PA (March 12, 2009).

Panelist for "Alternative Futures of the Internet: Fears and Optimism," at symposium hosted by American
Academy of Arts and Sciences, Mountain View, CA (Feb. 28, 2009).

Cyberlaw Colloquium (commentator), American University Washington College of Law, Washington, D.C
(November 7-8, 2008).
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PRESENTATIONS
(Cont’d.)

Discussion with Pentagon Joint Staff on Cybersecurity, Washington, D.C (November 6, 2008).

"Is Success Killing the Internet?" debate at the New American Foundation, Washington, D.C (November 6,
2008).

Panelist for session on Open Source and Commercial Software at "When Worlds Collide: Intellectual
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THURSDAY, DECEMBER 8, 2011

U.S. Senate,
Committee on Commerce, Science, and Transportation,
Washington, DC.
The Committee met, pursuant to notice, at 10:48 a.m. in
room SR-253, Russell Senate Office Building, Hon. Amy
Klobuchar, presiding.

OPENING STATEMENT OF HON. AMY KLOBUCHAR,
U.S. SENATOR FROM MINNESOTA

Senator Klobuchar. The Committee will come to order. We
have all our witnesses here. Thank you very much. We're in a
time crunch and I know that Senator Rockefeller's going to be
joining us shortly, as well as some other Senators. But |
wanted to get this going, in the interest of time, because
we're going to have to end at 10 minutes to twelve o'clock.

This is a very important hearing and | wanted to first
introduce our witnesses. We first have Ms. Fiona Alexander.
She's the Associate Administrator for the Office of
International Affairs in the National Telecommunications and
Information Administration.

We also have Ms. Angela Williams. Ms. Williams is the
General Counsel for the YMCA of the U.S.A. and is also speaking
on behalf of the Not-for-Profit Operational Concerns
Constituency.

We have Mr. Daniel Jaffe. Mr. Jaffe is an Executive Vice
President for Government Relations for the Association of
National Advertisers. He's also speaking on behalf of the
Coalition for Responsible Internet Domain Oversight.

We also have Ms. Esther Dyson. Ms. Dyson was the Founding
Chairman of the ICANN's board of directors. She served in that
role from 1998 to 2000.

Then we also have with us Mr. Kurt Pritz. Mr. Pritz is
Senior Vice President for Stakeholder Relations for the
Intfgﬁ\l?\lorporation for Assigned Names and Numbers, also known
as :

[Page 3]



Do you want to begin? Each witness has 5 minutes, and we
will start with Ms. Alexander.

STATEMENT OF FIONA M. ALEXANDER, ASSOCIATE

ADMINISTRATOR, OFFICE OF INTERNATIONAL AFFAIRS
NATIONAL TELECOMMUNICATIONS AND INFORMATION

ADMINISTRATION, U.S. DEPARTMENT OF COMMERCE

Ms. Alexander. Good morning, Senator Klobuchar. |
appreciate the opportunity to talk to you today on behalf of
NTIA regarding ICANN's planned expansion of the Internet's
domain name system through the introduction of new generic top-
level domains, or new gTLDs.

Since its inception in 1998, ICANN has been charged with
promoting competition in the registration of domain names while
ensuring the security and stability of the DNS. In 2000 and
2003, ICANN conducted a limited expansion of gTLDs. In 2005 it
initiated the process we are discussing today. After 6 years of
multi-stakeholder discussion, including input from governments
through the governmental advisory committee, ICANN approved the
rules for the new gTLD program in the form of an applicant
guidebook.

Expansion of the gTLD space is expected to provide a
platform for city, geographic, and internationalized domain
names, among other things. This type of change to the DNS is
expected to enhance consumer trust and choice and reinforce the
global nature of the Internet. It is also expected that a

ortion of applications will either be generic words or brand-
ocused as part of business development, investment, and
startup plans.

Within ICANN, the GAC provides governments a meaningful
opportunity to participate in the development of policies
related to DNS issues. Over the last 6 years, NTIA has actively
engaged with its counterparts in the GAC in developing advice
to inform this program.

In December 2010, the GAC developed a scorecard of the
outstanding issues governments had with the program. Between
February and June of this year, GAC representatives from around
the world met with the ICANN board in extended face-to- face
discussions to review the GAC scorecard and identify specific
differences between GAC advice and existing versions of the
applicant guidebook. These unprecedented exchanges resulted in
the adoption of a significant number of changes to the program.

NTIA believes that ICANN improved the new gTLD program by
incorporating a significant number of proposals from the GAC,
including providing law enforcement and consumer protection
authorities with significantly more tools than those available
in existing gTLDs. The fact that not all of GAC's proposals
were adopted as originally offered does not represent a failure
of the process or a setback to governments. Rather, it reflects
the reality of a multi-stakeholder model.

As a member of the GAC, NTIA will continue to actively
monitor and participate in discussions related to the expansion
of new gTLDs. NTIA appreciates that certain trademark owners
and other stakeholders have expressed concerns regarding the
program. Safeguarding the rights of trademark owners and
ensuring appropriate consumer protections as this process moves
forward remains a top priority. As such, NTIA is committed to
working with U.S. industry and other stakeholders as the new
gTLD program unfolds to mitigate any unintended consequences.

In addition, NTIA intends to continue to collaborate with
U.S. Government agencies to track their experiences and to
coordinate the collection of data regarding the effects on
consumers and business users. In particular, NTIA, working with
other agencies, will focus on ensuring that law enforcement
concerns are addressed through strengthened reé;istry and
registrar accreditation agreements and enhanced contract
compliance.

NTIA will also be encouraging interested parties to
collaborate in the development of metrics to facilitate the
review of the new gTLD program. We feel strongly that the
review must be informed by fact-based, real-time experiences
that can be captured by data from a variety of sources.

NTIA is dedicated to maintaining an open, global Internet
that remains a valuable tool for economic growth, innovation,
and the free flow of information, goods, and services on line.
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We believe the best way to achieve this goal is to continue to
actively support and participate in multi-stakeholder Internet
governance processes such as ICANN.

Thank you again for the opdportunit to testify this
morning. NTIA looks forward to working with Congress, U.S.
businesses, individuals, and other stakeholders to preserve and
enhance the multi-stakeholder model that has been the hallmark
feature of global Internet institutions that have truly been
responsible for the success of the Internet.

I'll be happy to answer any questions.

[The prepared statement of Ms. Alexander follows:]

Prepared Statement of Fiona M. Alexander, Associate Administrator,
Office of International Affairs, National Telecommunications and
Information Administration, U.S. Department of Commerce

Introduction

Good morning, Chairman Rockefeller and members of the Committee. |
appreciate the opportunity to talk to you today on behalf of the
National Telecommunications and Information Administration (NTIA)
regarding the planned expansion of the Internet's domain name system

DNS) by the Internet Corporation for Assigned Names and Numbers
ICANN(}/. NTIA is the Executive Branch expert on issues relating to the
DNS and supports a multi-stakeholder approach to the coordination of
the DNS to ensure the long-term viability of the Internet as a force
for innovation and economic growth. Working with other stakeholders,
NTIA is developing policies to preserve an open, interconnected global
Internet that supports continued innovation and economic growth,
investment, and the trust of its users. This multi-stakeholder model of
Internet policymaking--convening the private sector, civil society as
well as governments to address issues In a timely and flexible manner--
has been responsible for the past success of the Internet and is
critical to its future.

I will begin today by providing context for the announced expansion
of generic top level domains (gTLDs) used on the Internet, detail the
specific efforts of NTIA as the U.S. Government representative to the
Governmental Advisory Committee (GAC) to improve the ICANN program, and
then describe the tools available to NTIA and the global community to
manage any challenges that may arise.

Context for Planned Expansion of the Domain Name System

ICANN is a not-for-profit corporation based in California that is
responsible for coordinating the Internet's DNS. The DNS is a critical
component of the Internet infrastructure. It works like a telephone
directory, allowing users to reach websites using easy-to-understand
domain names (e.qg., http://www.commerce.gov) rather than the numeric
network server addresses (e.g., http://170.110.225.163) necessary to
retrieve information on the Internet. ICANN develops policies through a
bottom-up, multi-stakeholder led process with an international
community of stakeholders that mirrors the global nature of the
Internet. On September 30, 2009, NTIA, on behalf of the DePartment of
Commerce, entered into an Affirmation of Commitments (Affirmation) with
ICANN that established ICANN's multi-stakeholder, private-sector le
model as the long-lasting framework for the technical coordination of
the Internet DNS.\1\ The Affirmation completed the transition begun in
1998 by a Memorandum of Understanding (MOU) between the Department and
ICANN that was amended several times.

\1\ See http://www.ntia.doc.gov/files/ntia/publications/
afgifrmation_of_commitments_ 009
P

Since its inception in 1998, ICANN has been charged with promoting
competition in the registration of domain names, while ensuring the
security and stability of the DNS. The goal to establish new gTLDs
beyond .com, .edu, .gov, .int, .mil, .net, and .org began over a decade
ago. In 2000 and 2003, ICANN conducted a limited expansion of generic
top level domain names. Resulting in the addition of .biz, .info,

.name, .pro, .aero, .coop, .museum, .asia, .cat, .jobs, .mobi, .tel,

and .travel gTLDs to the DNS. In 2005, it initiated a processto
develop the policies and procedures necessary to introduce an unlimited
number of new gTLDs. After six years of multi-stakeholder policy
development and implementation planning, including input from
governments through the GAC, the ICANN Board of Directors (Board)
approved the rules for the new TLDé)rogram in June 2011, publishing
the rules in the form of an Applicant Guidebook.\2\

\2\ See http://newgtlds.icann.org/applicants/agb.

_Expansion of the é;'_I'LD space is expected to provide a platform for
city, geographic, and internationalized domain names, among other
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possible top level domain strings. Expansion of the new gTLD space has,
since its inclusion in the original MOU with ICANN, been intended to
allow new TLD operators to create and provide content in native
languages and scripts, otherwise known as Internationalized Domain
Names or IDN, in addition to new gTLDs in ASCII or Latin scripts. This
type of change to the DNS is expected to enhance consumer trust and
choice, and reinforce the global nature of the Internet. It is also
expected that a portion of applications will be either generic words or
blrand-focused as part of business development, investment, and startup
plans.
NTIA as a Member of the Governmental Advisory Committee (GAC)
The multi-stakeholder policymaking process seeks to involve all
stakeholders, including governments, to achieve policy outcomes with
greater speed and flexibility than traditional regulatory structures.

Within ICANN, the GAC provides %overnments a meaningful opportunity to
0

participate in the development of policies related to DNS issues. NTIA
represents the U.S. Government in the GAC, which currently has over 100
members.

Over the last six years, NTIA has actively engaged with its
counterparts in the GAC in developing consensus advice to inform
ICANN's policy development and implementation program for the
introduction of new gTLDs. This included the adoption by the GAC in

March 2007 of “"GAC Principles Regarding New gTLDs" that were intended

to inform the on-going policy development process underway in ICANN's

Generic Names Supporting Organization (GNSQO).\3\ The GAC progressively

refined its advice to the ICANN Board and community through a series of
communiques issued at the close of each of its meetings between March

2007 and December 2010. This occurred as the new gTLD program advanced

from the GNSO policy recommendations that were adopted by the ICANN
Board in June 2008 to the implementation proposals developed by ICANN
staff and posted serially for public comment.

\3\ See http://www.icann.org/en/topics/new-gtlds/gac-principles-
regarding-new-gtlds-28mar07-en.pdf.

In December 2010, the GAC developed a “"Scorecard" of these
outstanding issues governments had with the pending Draft Applicant
Guidebook and requested direct discussions between the GAC and the
ICANN Board to resolve them.\4\ Among these issues were:

\4\ See http://www.icann.org/en/topics/new-gtlds/gac-scorecard-
23febl11-en.pdf.

objection procedures for governments,
procedures for the review of sensitive strings,
root zone scaling,

market and economic impacts,
registry-registrar separation,

protection of trademark rights and other intellectual
property owners,

consumer protection issues,
post-delegation disputes with governments,
use and protection of geographic names,
legal recourse for applicants,

providing opportunities for stakeholders from developing
countries,

law enforcement due diligence recommendations, and

the need for an early warning mechanism for applicants to
identify whether a proposed string would be considered
controversial or to raise sensitivities.

Between February 2011 and June 2011, GAC representatives from
around the world met with the ICANN Board in extended face-to-face
discussions to review the GAC Scorecard and to identify specific
differences between GAC advice and the existing version of the
Applicant Guidebook. The purposes of the sessions were to promote joint
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understanding of the issues and arrive at an agreed-upon resolution of
those differences wherever possible. These unprecedented GAC-ICANN
Board exchanges resulted in the adoption by the ICANN Board of a
significant number of GAC recommendations in the final Applicant
Guidebook. Equally importantly, the GAC's advice established a solid
foundation for the subsequent review of the new gTLD program by
identifying markers or guideposts of government expectations that the
benefits must not be outweighed by risks to users of the DNS.

NTIA believes that ICANN improved the new gTLD program by
incorporating a significant number of proposals from the GAC. ICANN's
new gTLD program also now provides law enforcement and consumer
protection authorities with significantly more tools than those
available in existing gTLDs to address malicious conduct. The fact that
not all of the GAC's proposals were adopted as originally offered does
not represent a failure of the process or a setback to governments;
rather, it reflects the reality of a multi-stakeholder model.

Going Forward

As a member of the GAC, NTIA will continue to actively monitor and
participate in discussions related to the expansion of new gTLDs within
the ICANN process. NTIA appreciates that certain trademark owners and
other stakeholders have expressed concerns regarding the new gTLD
program. Safeguarding the rights of trademark owners and ensuring
appropriate consumer protections as this process moves forward remains
apriorit. As applications for strings that are identifiable brands,
products, or companies are introduced it will be important to ensure
that trademark owners are properly protected. NTIA is committed to
working with the U.S. industry and other stakeholders as the new gTLD
program unfolds to mitigate any unintended consequences. The
Affirmation sets up continuous multi-stakeholder review teams to
evaluate ICANN's performance, including a review of the new gTLD
program. This review will examine the extent to which the introduction
or expansion of gTLDs has promoted competition, consumer trust and
consumer choice, as well as effectiveness of the application and
evaluation process, and the safeguards put in place to mitigate issues
involved in the introduction or expansion. NTIA believes the review
provides an opportunity for stakeholders to further refine the new gTLD
program and make adjustments, as needed.

In addition, NTIA intends to collaborate with U.S. Government
agencies responsible for consumer and intellectual property protection,
competition policy, and law enforcement to track their experiences and
to coordinate the collection of data regarding the effects on consumers
and business users of the domain name system. In particular, NTIA,
working with other agencies, will focus on ensuring that law
enforcement concerns are addressed through strengthened Registry and
Registrar Accreditation Agreements and enhanced contract compliance.
NTIA will also be encouraging all interested parties to collaborate in
the development of metrics to facilitate the review of the new gTLD
program to which ICANN has committed. We feel strongly that the review
must be informed by fact-based, real-time experiences that can be
captured by data from a variety of sources.

Conclusion

NTIA is dedicated to maintaining an open, global Internet that
remains a valuable tool for economic growth, innovation, and the free
flow of information, goods, and services online. We believe the best
way to achieve this goal is to continue to actively support and
participate in multi-stakeholder Internet governance processes such as
ICANN. This is in stark contrast to some countries that are actively
seeking to move Internet policy to the United Nations. If we are to
combat the proposals put forward by others we need to ensure that our
multi-stakeholder institutions have provided a meaningful role for
governments as stakeholders. NTIA believes that the strength of the
multi-stakeholder approach to Internet policy-making is that it allows
for speed, flexibility, and decentralized problem-solving and stands in
stark contrast to a more traditional, top-down regulatory model
characterized by rigid processes, political capture by incumbents, and
in so many cases, impasse or stalemate.

Thank you again, Mr. Chairman for the opportunity to testify this
morning. NTIA looks forward to working with Congress, U.S. business,
individuals, and other stakeholders to preserve and enhance the
multistakeholder model that has been a hallmark feature of global
:nternet institutions that have been responsible for the success of the

nternet.

I will be happy to answer any questions.

Senator Klobuchar. Thank you very much.
Mr. Pritz.

STATEMENT OF KURT PRITZ, SENIOR VICE PRESIDENT, STAKEHOLDER
RELATIONS, INTERNET CORPORATION FOR ASSIGNED NAMES AND NUMBERS
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(ICANN)

Mr. Pritz. Good morning, Senator. | am Kurt Pritz, the
Senior Vice President of Stakeholder Relations for ICANN, the
Internet Corporation for Assigned Names and Numbers, and I'm
very pleased to be testifying before you today.

After more than 7 years of policy development and
implementation planning, on January 12 next year ICANN will
start receiving applications for new top-level domains, known
as TLDs or gTLDs. TLDs are the names to the right of the dot,
such as .com or .org. ICANN carefully and cautiously developed
the requirements for the new gTLD program. And by ICANN, | mean
the ?Iobal multi-stakeholder community made up of governments,
intellectual property exPerts, consumers, large and small
businesses, not-for-profit organizations, Internet security
experts, registrants, and Internet users.

The launch of the new gTLD program was part of ICANN's
founding mandate when it was formed by the U.S. Government over
12 years ago. That mandate is to introduce competition and
choice into the domain name system in a stable and secure
manner. There is every reason to believe that the benefits
offered by competition in virtually every other market will
apply to the introduction of new gTLDs.

Expanding the number of TLDs will encourage innovation and
result in competition and increased choice for Internet users.

The 7 years of policy work that led to the formation of the new
gTLD program was based upon this principle.

In the last decade, the number of domain name registrations
has increased nearly tenfold, enabling more than $3 trillion of
commerce annually. As with the introduction of any innovation,
new gTLDs will generate interest, excitement, and, yes, require
a period of learning. Internet users have already shown a great
adaptability and they will find value wherever it is created as
a result of this program.

The new TLDs that will come in under this program have
significantly increased safeguards compared to TLD registries
that exist today. There will be new and extensive protections
to trademark holders, including a universal trademark
clearinghouse, a rapid takedown process, and new methods of
recourse for law enforcement agencies. These new protections,
when combined with the distribution of domain names into many
new registries, will sharply reduce pressure for defensive
registrations.

New TLDs will also bring better consumer and security
protections. Security protection experts developed specific
measures to combat malicious conduct and provide law
enforcement authorities with more tools to fight malfeasance.
These include criminal background checks on applicants, a
requirement for DNSSEC deployment, the requirement for
maintenance of a thick WHOIS data base, and centralized access
to all TLD data.

What are some of these potential innovations? Here are some
published examples. Dot-brand type TLDs can diminish consumer
confusion and develop consumer awareness around the reliability
of the website. This is similar to the trust that your
constituents have today when visiting a dot-gov website.
Consumers know when they type in ~ Senate.gov" they are
reaching the domain of the U.S. Senate.

Financial industry participants are considering a financial
services TLD where banks and financial institutions can offer
greater trust to their customers, more secure transactions, and
control the data flow for those transactions. There are new
jobs already created and likely more to come. In preparation
for the launch of new TLDs, dozens of small businesses have
sprung up to help TLD applicants understand the opportunities
and potential benefits of new TLDs.

Lately, innovation has been limited to country code TLDs,
such as dot-co and dot-ly, that are developing business models
to meet world demand. These TLDs are not under contract with
ICANN and not required to offer the protections available in
the new gTLD program.

The important issues under discussion before this committee
have been the subject of discussion, debate, and compromise for
the past 7 years. Not-for-profit organization and trademark
holders, along with the rest of the ICANN community, provide
the focused and tar?eted input into the design of this program.
Their input has yielded significant imé)rovements through seven
versions of the applicant guidebook. Consensus has been reached
across the spectrum of participants and the program is better
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for it. Many stakeholders not represented at this table have
also participated in the program and are awaiting their
opportunity to take part.

Thanks for inviting me to testify. I'd be happy to answer
an (Luestions you might have. )

fT e prepared statement of Mr. Pritz follows:]

Prepared Statement of Kurt Pritz, Senior Vice President, Stakeholder
Relations, Internet Corporation for Assigned Names and Numbers (ICANN)
Chairman, Ranking Member and members of the Committee, thank you
for the opportunity to address you today. | am here today representing
the Internet Corporation for Assigned Names and Numbers (ICANN). | am
Kurt Pritz, ICANN's Senior Vice President for Stakeholder Relations.
Among other responsibilities at ICANN, | manage the Program to
implement new Top-Level Domains (also referred to as new gTLDs), which
is the subject of this hearing.
I. New gTLDs: Safely Bringing Competition and Choice to the Internet
On June 20, 2011, the ICANN Board of Directors approved the
implementation of the New gTLD Program, the culmination of years of
policy development by the broad Internet community.\1\

\1\ ICANN Board Resolution 2011.06.20.01, at http://www:.icann.org/
en/minutes/resolutions-20jun11-en.htm.

Now is the time for Iaunchin%that program. It is the product of
well thought out, thoroughly debated policies that are designed to

benefit the billions of Internet users through increased competition,

choice and innovation. It is also designed to provide a safer, stable
marketplace through the implementation of rights protection mechanisms,
malicious conduct mitigation measures and other registrant protections.
ICANN extended the discussion to hear all those that wished to

participate, to all geographies and all stakeholders. Each issue was
thoroughly discussed, there have been no new issues raised. Now is the

time to realize the benefits of an expanded and safer marketplace.

The New gTLD Program was created through input across all sectors,
including Internet end users, global Fortune 500 businesses, small
businesses, trade associations, governments, non-commercial interests,
intellectual property experts, brand holders, Internet security
experts, ICANN registries and registrars, domain name registrants,

Internet service providers, technical experts, not-for-profit
organizations and more.

The planning for the New gTLD Program started in 2005 within
ICANN's consensus-based policy development process. Since 2008, the New
gTLD Program has been shaped through:

Seven versions of the Applicant Guidebook;

At least 59 explanatory memoranda and independent reports,
including 5 economic studies;

47 separate, extended public comment periods;\2\

\2\ Comments came from multiple sources, including: NGOs and not-
for-profit organizations, such as the Red Cross and the International
Olympic Committee (I0C); governments, through the GAC and individually;
ICANN's constituencies, Supporting Organizations and Advisory
Committees; brand/mark holders, such as Microsoft, Yahoo, Time Warner,
AT&T, BBC, and IBM; industry associations, such as International
Trademark Association (INTA), World Intellectual Property Organization
(WIPO), European Communities Trademark Association (ECTA), and the
American Banking Association (ABA); individuals; small businesses/
entrepreneurs and many other groups.

Over 1450 pages of summary and analysis on public comments

received; and

Input from no less than ten independent expert and community
working groups.

Extensive Protections Will Be Introduced

The New gTLD Program today includes significant protections beyond
those that exist in current TLDs, including new mandatory intellectual
property rights protection mechanisms and heightened measures to
mitigate against malicious conduct. These new protections are intended
to provide a safe, stable Internet, and include:

New Trademark protections:

Uniform Rapid Suspension: A rapid, inexpensive way to
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take down infringing domain names

Trademark Clearinghouse: a one-stop shop so that )
trademark holders can protect their property rights in ALL
new TLDs with one registration

Mandatory sunrise and Trademark Claims processes for
all new gTLDs

The requirement to maintain thick Whois information,
the provision of centralized access to zone file data, and
a strong incentive to provide a searchable Whois database--
all to make it easier for rights holders to identify and
locate infringing parties

A post-delegation dispute procedure under which rights
holders can assert claims directly against TLD registry
operators that play an active role in facilitating domain
name abuse.

Measures to mitigate malicious conduct:

Background reviews of applicants, including reviews
for past criminal history (including the use of
telecommunications or the Internet to facilitate crimes,
illegal sale of drugs, and others);

Rejection of applications where the applicant has a
pattern of adverse decisions under the UDRP (Uniform Domain
Name DisP]ute Resolution Policy), or has been found to act
in bad faith or reckless disregard under cybersquatting
legislation;

A requirement to have a plan to implement domain name
system security extensions (DNSSEC), reducing the risk of
““man-in-the-middle" attacks and spoofed DNS records;

A requirement to maintain enhanced, or ““thick",
WHOIS records at the registry level to allow more rapid
search capabilities, facilitating efficient resolution of
malicious conduct activities;

A centralized zone file access system to allow for
more accurate and rapid identification of key points of
contact for the domains within each gTLD. This reduces the
time necessary to take corrective action within TLDs
experiencing malicious activity;

A requirement to establish a single point of contact
responsible for the handling of abuse complaints (as
requested by law enforcement authorities);

Requirements that New gTLD Registry Operators must:

Maintain a Continued Operations Instrument sufficient to
fund basic registry operations for a period of three years in
case of business failure, to protect consumers and registrants
within that gTLD in the event of registry failure.

Maintain continuity and transition plans, including regular
failover testing.

Cooperate with ICANN In the event transition to a new
registry operator is necessary. ICANN will identify an
Emergency Back-End Registry Operator to assist in the registry
trandsitéon process and provide emergency registry services as
needed.
Objection Processes
The New gTLD Program includes robust processes to assure that
stakeholders generally, and governments and rights holders in
particular, have the opportunity to raise objections that could lead to
the rejection of applications that may cause:

User Confusion;

Infringement of legal rights, particularly intellectual
property rights;

Introduction of TLD strings that are contrary to generally
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accepted legal norms of mo_ralit?/ and public order as recognized
under principles of international law; and

Misappropriation of community names or labels.

In addition, there will be a specialized function, an "~ Independent
Objector" that will act solely in the best interest of the public, and
may file an objection to an application that may give rise to the
concerns raised above.

Rights and Protections Mitigate Costs

The existence of objection processes and enhanced rights protection
mechanisms were adopted to mitigate the concerns of trademark holders
re%arding increased costs. With these objection rights, trademark
holders have the opportunity to consider whether to apply for a new
gTLD based on business needs rather than defensive considerations.
These measures greatly reduce the chance that another entity will
succeed in applying for the trademarked name. The new rights
protections mechanisms also reduce the need for trademark holders to
defensively register names across new gTLDs. Further, we've learned
from prior rounds that trademark holders often do not engage defensive
registrations outside of the most popular TLDs.

b iAdditionaI detail on all of these new protections is provided
elow.
Competition and Consumer Choice

The Board's approval of a program carefully crafted by the global
Internet community is consistent with ICANN's mission to increase
consumer choice, competition and innovation. Organizations will now
have the opportunity to apply for gTLDs in the scripts of the world's
languages, to open the world's marketplace further and to welcome the
next billion non-English speaking users to the Internet.

The opening of new gTLDs will be limited by round and by demand.
Two prior rounds of new TLDs have been limited by size or type--and the
restrictions hobbled the realization of benefits. Competition results
from opening, not limiting markets, and encouraging investment and
innovation.

After years of policy and implementation work, the Internet
community and Board determined that the launch of the new gTLD program
was necessary and important in order to increase competition and
Llnnqv_ation in the DNS--and I strongly believe this remains the right

ecision.

This testimony provides information on how and why the New gTLD
Program was formed and how it serves the public interest to act now.\3\

\3\ ICANN has had the opportunity to testify before the House
Committee on the Judiciary, Subcommittee on Intellectual Property,
Competition and the Internet in September 2009 and May 2011 regarding
the New gTLD Program. Information on those proceedings are available at
http://judiciary.house.gov/hearings/hear _090923.html and http://
judiciary.house.gov/hearings/hear_05022011.html.

1. Introd%ction of New Top Level Domains Is One of ICANN's Founding
Mandates

ICANN is recognized by the world community as the authoritative
body for technical coordination and policy development regarding the
security, stability and interoperability of the Domain Name System, or
DNS, and we work to maintain a single global Internet. ICANN is
organized as a California, public benefit, non-profit corporation. We
serve this public benefit through a bottom-up, consensus-based, multi-
stakeholder model.

A founding mandate for ICANN, included within the United States
Government's ““White Paper on the Management of Internet Domain Names
and Addresses",\4\ is to create competition in the domain name market
and specifically, to ““oversee policy for determining the circumstances
under which new TLDs are added to the root system.” \5\ The
introduction of new gTLDs "has been a longstanding goal" of the
relationship between the Department of Commerce and ICANN.\6\ The
relationship formed with the United States Government in 1998, and set
out in the many Memoranda of Understanding between the Department of
Commerce and ICANN, included a core objective to ~"Define and implement
a predictable strategy for selecting new TLDs." \7\ This fundamental
assumption that increasing the number of gTLDs will increase
competition resulted in the House Committee on Energy and Commerce
initiating a 2001 hearing regarding the potential detrimental effects
to competition when ICANN approved only seven of 200 applied-for TLDs
in an earlier application round. \8\

\4\ United States Department of Commerce, White Paper on the
Management of Internet Domain Names and Addresses ("~ White Paper"”), at
http://www.ntia.doc.gov/ntiahome/domainname/6_5_98dns.htm (June 6,
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1998).

\5\'Id.

\6\ Testimony of Fiona Alexander, Associate Administrator, National
Telecommunications and Information Administration, June 4, 2009, before
the Subcommittee on Communications, Technology, and the Internet,
Committee on Energy and Commerce, United States House of
Representatives, available at http://www.ntia.doc.gov/speechtestimony/
2009/testimony-associate-administrator-fiona-alexander-issues-
concerning-internet-co.

\7\ See, e.g., Amendment 6 to Memorandum of Understanding Between
the U.S. Department of Commerce and The Internet Corporation For
Assigned Names And Numbers, at http://www.ntia.doc.gov/ntiahome/
domainname/agreements/amendment6 _09162003.htm (Sept. 16, 2003).

\8\ See Transcript of February 8, 2001 Hearing before the
Subcommittee on Telecommunications and the Internet of the Committee on
Energy and Commerce, House of Representatives, On Hundred Seventh
Congress, First Session, available at http://
archives.energycommerce.house
.gov/reparchives/107/hearings/02082001Hearing37/print.htm (" 'some view
ICANN's approval of only a limited number of names as thwarting
competition").

I11. The ICANN Model At Work: How ICANN Approved the Expansion of New
TLDs

A IC%ANN'S Multi-Stakeholder Model

ICANN's processes and policy development depend on the engagement
of stakeholders around the world. Stakeholders participate in many
ways, including participation in the policy development processes, in
public comment processes, on advisory committees, and in ICANN's public
meetings.

ICANN's model is based on the principle of reaching consensus
solutions to difficult problems.\9\ Consensus within ICANN does not
mean unanimous community support on every issue. The Internet community
brings a wide range of viewpoints to the discussions, often with
dlvergm? interests. Reaching a thoughtful, negotiated solution that is
acceptable to most, and ensures that all viewpoints are considered--
that I1s what ICANN strives to do and has done with this program.

\9\ While my testimony today focuses on implementation of
community-driven policy recommendations, the ICANN model is also used
in non-policy matters.

As part of this process, ICANN brings together working groups of
experts to recommend solutions for further community review. ICANN
works closely with all stakeholders to form consensus-based and
community-vetted solutions. ) ) )

These vital discussions give all interests--including those
representative of my fellow panelists--a seat at the table.

ICANN has noted the PR campaign driven by industry groups against
the New gTLD Program, and the revisionist history they present.

The six-year inclusive policy development process that led to
approval of this Program gave all sectors and industries ample
opportunity to contribute their thou?(hts and convey their concerns. The
concerns raised by this ghroup of stakeholders were considered, debated
and addressed along with those of many other stakeholders. The record
is clear that changes have been made based upon their input.\10\

\10\ For example, the Association of National Advertisers twice
provided comments on the New gTLD Program, on December 15, 2008 and
April 12, 2009. In 2008, the ANA provided ICANN with a list of five
specific proposals for ICANN's consideration within the program. All
five of its proposals have been addressed in the current design:
trademark protections have been strengthened; there will be greater
transparency of applicant data and more consistent information
available on registrants; registration fees have been studied;
objection processes have been clarified and strengthened; and
Browsmns have been made for attaching higher security requirements

ased upon the nature of the string (e.%., an applicant for a
financially-related string should have high security capabilities).

They are now forum sho?tping and asking Congress to give them
another bite at the apple. After working for years within ICANN's
multistakeholder framework to obtain significant concessions for
intellectual property rights holders, they now seek to upset the
carefully crafted compromise which they helped create. They now want
ICANN to restart the clock, at the expense of the other important
participants who negotiated in good faith and who are eager for the
program to launch.

B. New Generic Top Level Domains--The ICANN Model at Work
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The New gTLD Program demonstrates the strength of the bottom-up,
multi-stakeholder process: The New gTLD Program under discussion today
is the implementation of an ICANN-community policy recommendation to
achieve one of ICANN's foundational mandates.\11\ ICANN has worked
cllosely with the community in building policy and an implementation
plan.

\11\ In addition to the White Paper, the introduction of New gTLDs
was consistently identified as a core objective in each of ICANN's
Memoranda of Understanding with the U.S. Department of Commerce (1998--
2006) and the Joint Project Agreement, calling for ICANN to ““[d]efine
and im(flement a predictable strategy for selecting new TLDs." See
Amendment 6 to Memorandum of Understanding Between the U.S. Department
of Commerce and The Internet Corporation For Assigned Names And
Numbers, at http://www.ntia.doc.gov/ntiahome/domainname/agreements/
amendment6_09162003.htm (Sept. 16, 2003). The study and planning
stages, extending back several years, include two trial rounds of top-
level domain applications held in 2000 and 2003. The experience of
those rounds was used to shape the current process.

The New gTLD Program: Formed through Community Engagement
From 2005-2007, business and commercial users, contracted

registries and registrars, intellectual property interests, non-

commercial users and the at-large Internet community conducted an

intensive formal, Bylaws-defined policy development process on the

addition of new gTLDs. After intensive policy discussion, all those

constituency groups concluded that new gTLDs should be made available.

) 'Il'hde %ri?]ciples guiding the new gTLD policy development process

included that:

New gTLDs will benefit consumer choice and competition;

The implementation plan should also allow for
Internationalized Domain Names (domain names that are written
solely in a non-ASCI|I script, such as Chinese or Cyrillic) at
the top level,

The introduction of new gTLDs should not cause security or
stability issues;

Applications must be assessed in rounds until the scale of
demand is clear; and

Protection of various appropriate interests requires
objection and dispute resolution processes.

In 2008, the ICANN Board approved the policy on the introduction of
new gTLDs \12\ and directed its implementation. Since October 2008,
ICANN has produced all of the documentation cited above--seven versions
of the Applicant Guidebook (detailing the guidelines and requirements
for the evaluation process) as well as numerous report and memoranda.

All have been the subject of public comment and vigorous debate. Anyone
and everyone can join in; indeed, the process at times has been noisy
given the numbers of contributors and divergent views.

\12\ GNSO Final Report on the Introduction of New Top Level Domains
(""Final Report"), at http://gnso.icann.org/issues/new-gtlds/pdp-
dec05-fr-parta-08aug07.htm (Aug. 8, 2007); ICANN Board resolution,
http://www.icann.org/en/minutes/resolutions-26jun08.htm (June 26,

2008); GNSO Minutes, http://gnso.icann.org/meetings/minutes-gnso-
290ct03.html #Oct. 29, 2003).

One of the foundational documents influencing the GNSO Final Report
and the community's implementation work is the GAC Principles Regarding
New gTLDs, at http://gac.icann.org/system/files/gTLD_principles_0.pdf
(Mar. 28, 2007).

Nearly every ICANN Supporting Organization and Advisory Committee
was represented in targeted community-based working groups or expert
teams formed to address implementation issues, as were representatives
from all sectors of society.

The gTLD policy-making body, the Generic Names Supporting
Organization, and its component stakeholder groups and constituencies
participated in all aspects of the implementation work arising out of
its policy recommendations. The Country Code Names Supporting
Organization, representing ccTLD operators, was particularly active on
iPssues relating to internationalized domain names in the New gTLD

rogram.

ICANN's technical Advisory Committees provided direct input into
the implementation work. For example, Root Server System operators and
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Security and Stability Advisory Group members provided information that
there is no expected significant negative impact of new gTLDs on the
stability and scalability of the root server system.

Members of the At-Large Advisory Committee--the home within ICANN
for individual Internet users--served on nearly every working group and
team, giving the world's Internet users a voice in implementation
discussions. The At-Large Advisory Committee has been an active
participant in the formal public comment process.

(a) Governments Provided Advice and Engaged In Broad, Substantive
Consultations on New gTLDs

ICANN's Governmental Advisory Committee, made up of over 110 of the
world's governments, including the United States of America, has been
deeply and effectively involved in the development of the New gTLD
Program. The Governmental Advisory Committee also coordinated
information exchanges between law enforcement and ICANN.

The ICANN Board and the Governmental Advisory Committee held a
series of landmark consultations on the New gTLD Program.

Through accommodations made by both sides,\13\ changes were made to
the New gTLD Program in each of twelve identified areas including:

\13\ The final points of discussion between the Governmental
Advisory Committee and the Board are collected at http://www.icann.org/
en/minutes/rationale-gac-response-new-gtld-20jun
11-en.pdf, beginning at page 52.

More rigorous trademark protections (making them mandatory

and transferring costs to wrongdoers),

Providing an objection path for governments to avoid
delegation of sensitive TLD applications,

Agreement on a post-delegation economic study to test the
results of first set of new gTLDs,

Agreement that a post-launch study should be conducted on
the effectiveness of new trademark protections and any effects
on root zone operations, and

Development of a process for assistance for needy
applicants.

Ultimately, mutual agreement among the Board and the Governmental
Advisory Committee was reached that, subject to Board approval, the New
gTLD Program would proceed to launch, and the process would be self-
improving through subsequent studies.\14\

\14\ The Board's Rationale regarding potential areas of difference
with the Governmental Advisory Committee is available at http://
Wwv(\j/.flcann.org/en/mlnutes/ratlonale-gac-response-new-gtld-ZOJunll-
en.pdf.

(b) Law Enforcement Agencies Are Active Contributors to the New gTLD
Program Work

Law enforcement agencies worldwide have worked closely with ICANN
in the new gTLD implementation process, with a goal of reducing domain
name abuses. Representatives of U.S. law enforcement agencies played a
critical role in proposing standards for background screening for
applicants. Law enforcement agencies worldwide, including the FBI, the
UK Serious Organized Crimes Agency (SOCA) and the Royal Canadian
Mounted Police, supported proposals to aid in the prevention and
disruption of efforts to exploit domain name registration procedures
for criminal purposes. DNS abuse and security are regularly the subject
of collaborative meetings between ICANN and the US law enforcement
community, as well as representatives of international agencies.\15\
ICANN expects this successful collaboration to continue. To that end,
there are formal DNS Abuse sessions at every ICANN public meeting where
ICANN and law enforcement representatives come together to advance this
important work.

\15\ ICANN's relationships with law enforcement are not limited to
the New gTLD Program; ICANN coordinates regularly on security-related
issues and to address threats to the DNS.

(c) Large and Small Businesses and Corporations Have Helped Shape the
Program
Business and industry representatives have p_articiﬁated in the new
gTLD implementation process from the beginning, through the GNSO's
Business and Commercial Users Constituency, through trade organizations
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and individually, and remain involved today. Participation cuts across
business size and geography. Many global trade associations and
corporations have participated in the online comment forums, either
individually or through coordinated responses; similarly, great numbers
of small businesses have been active. And the involvement continues.

For example, representatives of Microsoft, Google, Time Warner and
the BBC are active members of a current community group working to
refine the implementation of the Trademark Clearinghouse, one of the
new rights protection mechanisms being launched. Representatives of
Iar%e and small business have been integral in forming the heightened
rights protection mechanisms described above, and have contributed to
the development of other portions of the program, including
participation in many community Workingié;roups.

(d) Intellectual Property Owners/Brandholder Experts have been Involved
at Every Step

Members of ICANN's Intellectual Property Constituency actively
participated in thedpoli% development concerning the introduction of
new gTLDs, including the recommendation that new gTLD " strings must
not infringe the existing legal rights of others that are recognized or
enforceable under generally accepted and internationally recognized
Brlnuples of law" that was included in the 2007 Final Report approved

y the Board.

In March 2009 ICANN formed a team of 18 intellectual property
experts from around the world representing the interests of trademark
holders, business and trade associations \16\--the Implementation
Recommendation Team (IRT).\17\ The IRT's work led to the identification
of specific rights protection mechanisms that are now included in the
Applicant Guidebook based on the community and the Governmental
Advisory Committee's further input and guidance.

\16\ IRT Membership Directory, at https://st.icann.org/data/
workspaces/new-gtld-overarching-issues/attachments/

trademark_protection:20090407232008-0-9336/original/IRT-Directory.pdf.

\17\ IRT Resolution, at http://www.icann.org/en/minutes/
resolutions-06mar09.htm#07 (Mar. 6, 2009).

(e) Additional Subject Matter Experts Formed Teams to Combat Malicious
Conduct and Strengthen Registrant Protections
In addition to the regular participants in its processes, the ICANN
model affords O‘pportunities for experts to provide assistance on
articularly challenging topics. ICANN has access to and the ability to
orm world-class expert groups, for example:

The Implementation Recommendation Team and Special Trademark
Issues team created rights protection mechanisms;

A Zone File Access Advisory group set out standardized
access zone file information to simplify access for those
investigating abuses;\18\

\18\ Zone File Access Advisory Group information and documents are
avar: lable at http://www.icann.org/en/topics/new-gtlds/zone-file-access-
en.htm.

The Security and Stability Advisory Committee discussed
tools to mitigate the potential for malicious conduct. Its

report provided guidance into the management of glue records;

A High-Security Zone TLD Advisory Group was formed within
ICANN in response to requests from governments and the
financial services sector to create higher security
requirements for TLDs where users have expectations of higher
security;

The Joint Applicant Support Working Group addressed support
for needy applicants, and ICANN is currently considering how to
implement the recommendations into the first round of the New
gTLD Program;

The Joint ccNSO-GNSO IDN Working Team discussed issues
related to Internationalized Domain Names;

The Vertical Integration Working Group addressed community
solutions to the issue of Registry-Registrar cross ownership;

The Temporary Drafting Group recommended enhancements to the
new gTLD Registry Agreement and post-delegation dispute
resolution procedures; and
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The Implementation Assistance Group, comprised of over 50
members representing various perspectives such as intellectual
property interests and Registry Operations, are assisting ICANN
in implementing specified Clearinghouse processes.

Each group worked openly and transparently, and produced reports
available for public comment.

Importantly, ICANN listened to and acted on all work produced by
the exBerts and the more general community and modified Applicant
Guidebook sections to implement the results of this work.

(f) Economic Studies Confirm Overall Benefits of Opening the DNS;
Further Studies Would Offer No Benefit

Several exgert economic studies have recognized that the
fundamental benefits of increased competition (that apply in almost all
markets) will also benefit Internet users through enhanced service
offerings, competition, innovation and consumer choice in the domain
name market.

As the new gTLDs moved closer to launch, there were calls for
economic studies to better document the fundamental assumption that
increasing the number of gTLDs will increase competition. In response,
ICANN commissioned five economic studies that examined anticipated
benefits and costs of the New gTLD Program, the effects of price
constraints, and the benefits of vertical integration. All support a
conclusion that Internet users stand to benefit from the introduction
of new gTLDs.

Those studies are:

Dr. Dennis Carlton, Report Regarding ICANN's Proposed
Mechanism for Introducing New gTLDs, at http://www.icann.org/
en/topics/new-gtlds/carlton-re-proposed-mechanism-05jun09-
en.paf (""Carlton 1");

Dr. Dennis Carlton, Preliminary Analysis Regarding Price
Caps for New gTLD Internet Registries, at http://www.icann.org/
en/topics/new-gtlds/prelim-report-registry-price-caps-04mar09-
en.paf (" Carlton 11");

CRA International, Revisiting Vertical Separation of )
Registries and Registrars, at http://www.icann.org/en/topics/
new-gtld-crai-report-24oct08-en.pdf;

Michael Katz, Gregory Rosston and Theresa Sullivan, An
Economic Framework for the Analysis of the Expansion of Generic
Top-Level Domain Names, at http://www.icann.org/en/topics/new-
gtlds/economic-analysis-of-new-gtlds-16jun10-en.pdf (" Katz/
Rosston Phase I"); and

Michael Katz, Gregorﬁ Rosston and Theresa Sullivan, Economic
Considerations In the Expansion of Generic Top-Level Domain
Names, at http://www.icann.org/en/topics/new-gtlds/phase-two-
economic-considerations-03dec10-en.pdf (Katz/Rosston Phase I1).

The two Katz/Rosston reports were commissioned by ICANN to directly
address remaining community questions on the potential costs and
benefits of the expansion of the gTLD space. Performed in two phases,
Phase | ?rovided a survey of published studies and resources on the
potential impacts of new gTLD introduction and examined theoretical
arguments on the benefits and costs of increased numbers of TLDs. Phase
Il provided reports of empirical studies proposed in Phase I, to help
assess costs and benefits of new gTLDs.

Katz's and Rosston's work was consistent with the basic findings of
the three previous reports, and supported an open approach in which new
gTLDs are added to the root, subject to appropriate restrictions and
mechanisms (such as rights protection mechanisms) designed to minimize
potential costs to trademark holders and others. As discussed above--
and as referenced in Katz's and Rosston's work--ICANN has adopted these
restrictions, as seen in the inclusion of significant rights protection
mechanisms.

What remains clear, as stated by Dr. Carlton, a noted economics
professor and former Deputy Assistant Attorney General for Economic
Analysis, Antitrust Division, U.S. Department of Justice, from October
2006 through January 2008, is that any resultant delay of the launch of
the NeWé]TLD Program “"is likely inconsistent with consumer interests"
and could "“substantially reduce [consumer] welfare." [Emphasis
added.] \19\

\19\ Carlton I, paragraphs 23, 39 passim.

Dr. Carlton explained, ""ICANN's plan to introduce new gTLDs is
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likely to benefit consumers by facilitating entry which would be
expected both to bring new services to consumers and mitigate market
power associated with .com and other major TLDs and to increase
innovation." \20\ Delay will inhibit competition in the use of

generic, non-trademarked terms, and runs counter to the generally
accepted view that market entry benefits consumers by expanding output
and lowering price. Potential innovations in the new gTLD namespace
will be stifled if limitations to entry are imposed, which would
“essentiaIIY freeze the number of TLDs fifteen years after the first
commercial development of the Internet." \21\

\20\ Id. at paragraph 23.
\21\ Id. patagrap

Calling for a delay in the entry of new gTLDs serves to perpetuate
existing market conditions: concentration within some existin
registries, most generic strings unavailable, and those that trade on
the value of the current marketplace holding portfolios based upon the
value of current .COM names.\22\

\22\ Katz/Rosston Phase 11, at paragraphs 75-76.

ICANN's Board and the Governmental Advisory Committee agreed that
further economic study would not be beneficial.\23\ Instead, the focus
turned to the collection of information that will inform the analysis
of the effects of the introduction of new gTLDs after the first round.

The Applicant Guidebook now includes application questions to collect
information relating to the stated purposes and anticipated outcomes of
each application, for use in later studies.

\23\ Rationale for the Board's decision that no further economic
studies would be beneficial at this time is available at http://
www.icann.org/en/minutes/rationale-economic-studies-21mar11-en.pdf.

IV. The Protections In the New gTLD Program are Substantial

The implementation of the communit%/'s policy for the New gTLD
Program looks entirely different today than in October 2008. The many
revisions to the Applicant Guidebook incorporated recommendations and
addressed concerns raised by intellectual property holders,
governments, law enforcement and security experts, technical experts,

usiness interests, non-commercial interests, individual Internet
users, and others.

Below are highlights of the results of the community's work.

A. Trademark Protection: New gTLDs Will Have Robust Rights Protection
Mechanisms SRPMS) to Protect Marks and Combat Cybersquatting
TT(E)W gTLDs will have significant RPMs that don't exist In current
S.
J The RPMs will help rights holders protect trademarks efficiently,
in terms of both time and money. When new gTLDs launch, trademark
holders will have the opportunity to register their trademarks in a
single reﬁository that will serve all new gTLDs, the Trademark
Clearinghouse. (Currently, trademark holders gio through similar rights
iautheﬂtlcz)ation processes for each separate top-level domain that
aunches.

New gTLD registries are required to use the Trademark Clearin%house
in two ways. First, they must offer a ““sunrise" period--a pre-launc
opportunity for rights holders to register names in the new gTLD prior
to %eneral registration. Second, a Trademark Claims service will notify
rights holders (" Trademark Claims'? of domain name registrations that
match records in the Clearinghouse for a period of time at the
beginning of general registration.

The Trademark Clearinghouse will increase protections, as well as
reduce costs for trademark holders and start-up registries.

Also with new gTLDs comes the advent of the Uniform Rapid
Suspension system SURS), a streamlined version of the Uniform Domain
Name Dispute Resolution Policy (UDRP) process, allowing trademark
holders a quicker and simpler process through which clear-cut cases of
infringing registrations can be ““taken down." The URS and the current
UDRP will remain mandatory within new gTLDs.

New gTLDs offer protections to trademark holders in the eventa
registry Is actively involved in domain name abuse. The Post-Delegation
Dispute Resolution Procedure (PDDRP) provides a mechanism to make
claims directly against registries affirmatively involved in abuses
involving domain name registrations.

These RPMs are contemplated to address the issues raised in the
economic studies as a means of reducing the potential costs associated
with the introduction of new gTLDs.\24\ Opponents of the new gTLD
process have mischaracterized the fact that economists identifie
specific areas of risk that could be mitigated (such as intellectual

[Page 17]



pro[)erty protection costs) as a conclusion that the New gTLD Program
will result in net economic harm. As ICANN has explained previously,
that is an unsupported reading of the economic studies. The economists
noted the benefits of innovation, competition and choice, and concluded
that risks and costs could be mitigated through the implementation of
RPMs and other mechanisms such as malicious conduct mitigation
measures.

\24\ See, e.g., Katz/Rosston Phase Il at paras 64-65, 120.

The rights protection mechanisms in the Applicant Guidebook provide
trademark holders with an alternative to engaging in defensive
registrations.\25\ The provision of effective rights protection
mechanisms is shown to reduce the need for trademark holders to engage
in defensive registrations--but the rights protection mechanisms cannot
be too strict, or the growth of a new TLD may be impaired.\26\
Unsubstantiated fear of forced defensive registrations is not
sufficient reason to stall new gTLDs and delay the benefits of
introducing competition into the DNS.

\25\ See Dr. Dennis Carlton, ~"Comments on Michael Kende's
Assessment of Preliminary Reports on Competition and Pricing", at
https://st.icann.org/data/workspaces/new-gtld-overarching-issues/
attachments/tld_demand_and_economic_analysis:20091007232802-2-13939/
original/carlton-re-kende-assessment-05jun09-en.pdf (June 5, 2009).

\26\ Katz/Rosston Phase I, at page 52.

In addition, Economic studies refuted the claims that costs of
defensive registrations in new gTLDs will be prohibitive. Independent
studies support the conclusion that as defensive registrations are made
in Proportlon to the popularity of the gTLD, the large majority of
defensive registrations are in .COM and .NET.\27\ Only if a new gTLD is
very popular will there be a significant need for defensive
reglstratlons. But, it also follows that if a new gTLD is popular, then
it likely is delivering high benefits. Thus, the dual claims of low
benefits and high defensive registration costs are unlikely to be
simultaneously true.

\27\ See http://www.circleid.com/posts/
ZOOISC)IOIZOZ_anaIysm_domaln_names_reglstered_new
_gtlds/.

B. CoCnsucriners Will Be Protected Through Efforts to Mitigate Malicious
onduct

The expert and community work to address the potential for
increased malicious conduct in new gTLDs has generated many enhanced
protections in the Applicant Guidebook. With the assistance and
involvement of external experts such as the Anti-Phishing Working
Group, the Registry Internet Safety Group, members of the Forum of
Incident Response and Security Teams (FIRST), and others from the
Internet security first responder community, nine specific mechanisms
were developed that will imFrove consumer protection \28\ and enhance
the public interest. They include:

\28\ While not related to mitigating malicious conduct, consumers
and registrants will also be protected due to the work done on registry
continuity and the creation of new transition procedures for use in the
event of registry failure.

Prospective registry operators will be a| propriatelg
reviewed for criminal history according to established
criteria, including the use of telecommunications or the
Internet to facilitate crimes, illegal sale of drugs, violation
of the UN Convention against Transnational Organized Crime and
others. Where the applicant has a pattern of adverse decisions
under the UDRP (Uniform Domain Name Dispute Resolution Policy),
or has been found to act in bad faith or with reckless
disregard under the US Anti-cybersquatting Consumer Protection
Act (ACPA) or equivalent legislation, applications will be

rejected.

Each new gTLD will be required to have a plan to implement
domain name system security extensions (DNSSEC), reducing the
risk of “"man-in-the-middle" attacks and spoofed DNS records.

Enhanced, or ““thick” WHOIS records at the registry level
will allow more rapid search capabilities to facilitate
efficient resolution of malicious conduct activities.
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A centralized zone file access system allows for easier
dissemination of registrant data, reducing the time necessary
to take corrective action against registrants.

All new gTLD operators are reﬂuired to establish a single
point of contact responsible for the handling of abuse
complaints. This requirement is a fundamental step in
successfully combating malicious conduct within new gTLDs.

Mitigating malicious conduct is and will continue to be an
overarching issue within the new gTLD space. The participation of
experts has produced mechanisms to benefit all Internet users,
providing means for safer online interactions. The contributions of the
Governmental Advisory Committee and law enforcement representatives
broadened the scope of these protections.

C. Registrant Protections Regarding Registry Operator Continuity and
Compliance

In addition to the protections in existing gTLDs, such as data
escrow provisions, and participation in Contractual Compliance
investigations, there are notable new protections in the New gTLD
Program regarding the activities of Registry Operators. New gTLD
Registry Operators must:

Maintain a Continued Operations Instrument sufficient to
fund basic registry operations for three years in case of
business failure, to protect consumers and registrants within
that gTLD in the event of registry failure.

Maintain continuity and transition plans, including regular
failover testing. In the event transition to a new registry
operator is necessary, the registrar is obligated to cooperate
with ICANN. ICANN is working to identify an Emergency Back-End
Registry Operator to assist in the registry transition process
and provide emergency re?lstry services as needed. The
continuity and transition planning mitigates the potential risk
of consumer losses due to registry failure raised within the
economic studies.\29\

\29\ As a companion protection for registry operators that maintain
exclusive use over all registrations within a TLD--such as brand
holder--in the event of registry failure, ICANN may not transfer
registry operations without the consent of the registry operator.

D. Objection Processes Empower the Public and Governments

After the application round closes, information on applied-for
gTLDs will be made public. At that time, entities and individuals can
review the list of strings and consider if they wish to object to any
individual application.

The New gTLD Program allows the Governmental Advisory Committee to
inform ICANN that there are concerns with an application. Depending on
the level of support within the GAC, the advice may result in a
presumption that the Board should not approve the application.

There are also four formal objection processes that can be
initiated by the public, each administered by a well-known
international dispute resolution service provider and protecting
against:

Internet User Confusion;

Infringement of legal rights, particularly intellectual
property rights;

ApFrovaI of new TLDs that are contrary to generally accepted
egal norms of morality and public order as recognized under
principles of international law; and

Misappropriation of community names or labels

In addition, an Independent Objector will be appointed with the
ability to file objections in certain cases where an objection has not
already been made to an application that will infringe the interests
listed above. The Independent Objector will act solely in the best
interest of the public.
V. ICANN is Committed to an Orderly Implementation of the First Round
of the New gTLD Program
~ ICANN's role in the New gTLD Program is to ensure that the program
is fairly, objectively and successfully implemented.
A. ICANN Is Operationally Ready to Administer the New gTLD Program
ICANN's New gTLD Program Office: ICANN will operate a timely,
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predictable, transparent, consistent program. ICANN is working to
ensure operational readiness for an orderly implementation, including
enhanced security for the application and evaluation systems to prevent
inappropriate access to the infrastructure or data.

Evaluation service providers have been selected: Each has the
global and technical knowledge and resources to accomplish the planned
work. The gTLD Program Office includes separate quality assurance,
governance, systems and customer service functions. Evaluation service
providers are completing training to normalize scoring procedures.

ICANN-Provided Services: ICANN has developed detailed staffing
plans for all services to ensure adequate administration and
enforcement of its agreements, and for addressing needs the new
environment. Particular focus is being paid to contractual compliance,
IANA and other functions that formally interface with gTLD registries
and registrars.

Creation of new systems: ICANN is creatin%new business systems
that will contribute to its ability to administer this program.
Examples include the TLD Application System, contractual compliance
tracking, and root zone management automation.
B. The First Round is Limited in Delegation Rate And Incorporates Other

Measures to Assure Root Zone Security and Stability

ICANN's paramount mission is to ensure the security, stability and
resiliency of the Domain Name System. ICANN's technical community has
reported that new gTLDs, in the numbers contemplated, represent no risk
to the safe, stable operation of the Internet's root zone. In
furtherance of its mission, ICANN has made commitments regarding the
size and staging of the first round. \30\ ICANN also makes the
following commitments:

\30\ While rates of 215-240 new gTLDs are expected over a one-to-

two year period, it has been determined that the root zone servers can
readily accommodate maximum rates of 1000 dele%ations per }/ear. See
October 2010 Root Zone Scaling reports are available at http:/
www.icann.org/en/announcements/announcement-2-06oct10-en.htm, and the

ublic comment fora can be accessed from there as well. See also Letter

rom Jun Murai, Chair of RSSAC, http://www.icann.org/en/correspondence/
murai-to-board-25nov10-en.pdf (25 November 2010).

The impact of first round delegations on root zone stability

will be studied.

Although extremely unlikely, if the root server system shows
signs of stress, the process can quickly be halted to preserve
stability, using dedicated communications and monitoring
systems.
C. ICANN is Committed to a Second Round of the New gTLD Program, Taking
into Account Community Comment
One of the initial policy recommendations arising out of the
Generic Names Supporting Organization is that, “[t]his policy
development process has been designed to produce a systemised and
ongoing mechanism for applicants to propose new top-level domains. The
Request for Proposals (RFP) for the first round will include scheduling
information for the subsequent rounds to occur within one year.
[Emphasis added.]" \31\

\31\ GNSO Summary of Policy Recommendations, at http://
gnso.icann.org/issues/new-gtlds/summary-principles-recommendations-
implementation-guidelines-220ct08.doc.pdf.

The application round opening on January 12, 2012 is for those
entities that are ready to participate in the expansion of choice and
innovation in the DNS. There are many who may not be ready, or want to
view the progress of the first round prior to taking a decision. They
should not feel compelled to participate in the first round--future
opportunities will exist.

ICANN is working to identify a clearer timeline for the second
round. We have heard the calls from many in the community that
certainty in the timing of the second round will reduce some of the
pressure to apply in the first. ICANN has agreed with governments and
trademarks holders that a second round should occur only after:

Studyin_?_ the impact of first round delegations on root zone
stability.

Conducting a post-first round study on whether new trademark
protections should be adjusted.

The first new gTLDs are expected to be operational in early 2013
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and ICANN will undertake these studies at the earliest opportunity as
is practicable--as soon as meaningful data is available.
D. Innovation and Jobs are Waiting

Many new businesses have been formed based on progress in
implementing this Internet community-developed program. Some are
potential applicants; some will ““provision" applicants. For at least
the past two years, future applicants have attended ICANN meetings,
passing out marketing materials with their " dot-NEWDOMAIN"
prominently displayed. Consulting businesses to advise applicants have
arisen. Over 120 persons or entities have publicly announced their
intention to apply for new gTLDs. Nearly 90 declared applicants have
active websites marketing their new gTLD idea proposing all types of
gTLDs--city names, community ideas, branding opportunities for
internationally known corporations and others. American jobs are
alreiady being created, and more will be when the program becomes a
reality.

We will never know the opportunities and creativity that will come
through the introduction of new gTLDs will produce until we move
forward. When ICANN was in its infancy, who could have predicted the
online possibilities we take for granted today? Since 1999, the
Internet has generated new companies and innovative ideas including
marketplaces for commerce, communications and social networking:
Facebook, Google and Twitter. New gTLDs hold that same potential for
innovation.

VI. ICANN Is a Reliable Steward of the DNS

ICANN continues to accomplish much for the benefit of the global
!nttlerrcljet community beyond the New gTLD Program. Recent achievements
include:

A. Fulfilling the Affirmation of Commitments

On September 30, 2009, ICANN and the US Department of Commerce
executed the Affirmation of Commitments, a landmark agreement. The
Affirmation institutionalizes ICANN's technical coordination role and
the US Government's commitment to the multi-stakeholder model. The
Affirmation also sets out specific commitments on accountability,
transparency and the interests of global Internet users; preservation
of DNS security, stability and resiliency; promotion of competition,
consumer trust and consumer choice; and enforcement of Whois policies.
These commitments are woven into ICANN's ongoing work.

ICANN dedicates significant time and resources to meeting its
commitments under the Affirmation and continues to build on the
sgmﬁcant progress it has already made. The Affirmation is not just a
reflection of the Department of Commerce's commitment to the multi-
stakeholder model; it is ICANN's commitment to the global Internet
community to operate with greater accountability and transparency.

What has ICANN achieved to date?

In coordination with the community, ICANN has initiated the
three reviews called for in the Affirmation: Accountability and
Transparency; Security and Stability; and Whois.

Within weeks of completion of the public comment period on
the Final Report of the Accountability and Transparency Review
Team (ATRT),\32\ staff completed detailed implementation Plans
to meet the recommendations. The Board has decided that al
recommendations should proceed to implementation, and the
committees of the Board have been active in oversight of ATRT
implementation.

\32\ The ATRT Report is available at http://www.icann.org/en/
reviews/affirmation/activities-1-en.htm.

ICANN is now:

Publishing translations of Approved Resolutions for )
all Board meetings and of the Minutes of Board meetings.

Developing and posting the rationale for Board
actions. This includes rationales for all new gTLD-related
actions in 2011, including the Board's decisions on
Registry-Registrar Cross Ownership, and the Completion of
Economic Studies, and eight additional rationale papers
produced to accompany approval of the New gTLD Program.

Posting Board Briefing Materials along with the
Minutes of each Board meeting, as well as Guidelines for
the Posting of Board Briefing Materials to better explain
the redaction process.
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Usinfg a standardized public comment template to allow
or easier understanding and identification of the items
posted for comment.

Refining the public comment process to allow for
comment and reply cycles.

Consulting with the Governmental Advisory Committee on
implementation of GAC-related ATRT recommendations,
including work to create a publicly-accessible registry of
GAC advice.

Including a template for the submissionof
Reconsideration Requests, as well as maintaining clearer
status of Reconsideration Request ICANN's website.

Continuing to evaluate the work of an Independent ]
Valuation Expert regarding Board-member compensation (an
ATRT recommendation).

Designing the appropriate scope of an independent
expert review of ICANN's accountability mechanisms.

ICANN is committed to meeting all of its commitments under the
Affirmation of Commitments, and will continue to report on the status
of that work through the ICANN website.

B. ConﬂictsI of Interest Policy Refinements and Enhancing ICANN's
Ethica
Culture--Towards a Gold Standard

ICANN maintains a strong policy regarding the identification and
handling of Board member conflicts of interest, as well as a Code of
Conduct setting out the ethical standards to which Board members are
expected to adhere.\33\ In addition, all ICANN staff are bound by a
conflicts of interest policy. Prior to the June 2011 approval of the
New gTLD Program, ICANN's President and CEO issued a public call that
the era of New gTLDs requires ICANN to be even more vigilant in
addressing conflict of interest issues.

\33\ For an example of the application of the Conflict of Interest
policy within the New gTLD Program deliberations, Board members and
Liaisons regularly identify particular areas of interest that require
the members to refrain from voting on issues, or refrain from
participating in deliberations, as reported at http://www.icann.org/en/
minutes/minutes-25sep10-en.htm.

Work is now well underway with towards strengthening conflicts and
ethics practices. ICANN intends to meet or create a gold standard for
not-for-profit organizations. This work includes: (1) review of
Conflicts of Interest Policy and Code of Conduct by one of ICANN's main
outside counsel, to identify proposed revisions; (2) a review of
ICANN's Conflicts of Interest Policy, Code of Conduct and other
governance documents by new counsel who are expert in governance
issues; and (3) compiling a panel of international ethics experts to
recommend enhancements to ICANN's ethical culture after a review a of
standards from similar organizations from around the world.

The ICANN Board is also voluntarily adopting a stricter conflicts
of interest practice for New gTLD-related decisions, and staff are
subjlect to restrictions re%ardln contact with potential New gTLD
applicants. They are prohibited from accepting any gifts, meals or
entertainment from potential New gTLD applicants.

C. Registrar Accreditation Agreement Amendments

ICANN and its accredited registrars are currently negotiating a
series of amendments, many addressing concerns raised by law
enforcement authorities from around the world. The negotiation team has
agreed to a demanding schedule to achieve a set of amendments for
consideration at ICANN's next public meeting in March 2012, The team
has already agreed in principle to the incorporation of some of the
hei%htened protections that will be imposed on registry operators
within the New gTLD Program, such as the maintenance of an abuse point
of contact. All of the newly adopted and heightened consumer and law
enforcement protections will be in place in time for the launch of the
first new gTLDs.

The negotiations team is providing regular updates on the status of
r&egotiations, available at https://community.icann.org/display/RAA/

ome.

D. Internationalized Domain Names

In October 2009, ICANN approved the IDN ccTLD Fast Track Process
through which countries and territories around the world can apply for
TLDs in character sets other than Latin-based script.\34\ Through this
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process, 30 IDN ccTLDs are now available on the Internet \35\ with more
on the way. This has opened the Internet to additional billions in
China and India alone.

\34\ The IDN ccTLD Process was created after consultation and
planning with the ccNSO (Country Code Names Supporting Organization)
and the GAC.

\35\ These IDN ccTLDs represent 20 countries and territories. Due
to language difference in country, for example, India has IDN ccTLDs
delegated in seven separate scripts.

E. DNSSEC

The Internet is becoming more secure. Following years of
development and testing, on July 15, 2010, ICANN, In partnership with
VeriSign and the US Department of Commerce, published the root zone
trust anchor and a signed root zone became available.\36\ The
implementation of DNSSEC (or DNS Security Extensions) will allow
Internet users to know with certainty that they have been directed to
the website they intended. This technology will help eliminate a whole
class of security threats to the Internet.

\36\ Information on DNSSEC deployment can be found at http://
www.root-dnssec.org/.

ICANN is in active engagement with all registry operators to
encourage adoption. As a result, over 75 gTLDs and ccTLDs now deploy
DNSSEC; most significantly, the .COM reﬁistry adopted DNSSEC on March
31, 2011. DNSSEC will be mandatory in all new gTLDs.

ICANN's work as the DNSSEC Root Zone Key Signing Key (RZ KSK)
Manager recently achieved an unqualified SysTrust Certification
foIIowin% an audit to ensure appropriate internal controls are in place
to meet the availability, processing integrity and security objectives
for the RZ KSK System. ICANN will renew its certification annually.

F. Root Zone Management Automation

In performance of the IANA Function Contract, ICANN has partnered
with VeriSign and the Department of Commerce to automate changes to the
root zone. The root zone holds the authoritative directory of top-level
domains. This automation will make the processing of change requests
more efficient, and will enable all who participate in the change
process to be better prepared for the increase in root zone changes
that will occur through the New gTLD Program.

G. Continued Enforcement of Registrant Protections

Another achievement for the benefit of the global Internet
community is the continuous improvement in contractual compliance work.
ICANN remains vigilant in its contractually-based consumer protection
work and has strengthened the compliance team. The contractual
compliance team is now comprised of 8 members, proficient in multiple
languages, which has increased capacity as well as ICANN's ability to
communicate with its diverse group of contracted parties on compliance-
related matters.

Since 2008, ICANN has either terminated or denied renewal of 43
accredited registrars, and issued thousands of compliance notices.

Other significant progress includes the relatively recent
implementation of registrar data escrow where all registrar data is
escrowed by ICANN so that in the event of a registrar failure or
termination, the data can be transferred to a successor registrar in

order to protect registrants and their web sites. Over 99% of gTLD
registrations are covered by ICANN's registrar data escrow agreements.

ICANN continues to explore ways to identify registrar noncompliance
early, take action swiftly to bring registrars back into compliance and
terminate those that undermine the domain name registration process.
This compliance activity helps ensure a healthy Internet ecosystem.

In early 2011, ICANN enhanced its Whois Data Problem Report System
(WDPRYS), a system that contributes to Whois accuracy.

VII. Conclusion

The ICANN community has worked tirelessly to create a New gTLD
Program that will introduce competition and innovation at the top level
of the DNS. Thousands of pages have been carefully written, balancing
expert analyses, independent study, and thousands of comments.
Governments have provided advice; professionals have weighed in. The
new gTLD implementation program represents opportunities for innovation
and enhanced competition, with a future of stronger rights protections,
stronger consumer protections, and measured paths forward to future
rounds.

Thank you for the opportunity to address this Committee. | look
forward to answering any questions that you have during the hearing.

Senator Klobuchar. Thank you very much.
Ms. Williams.
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STATEMENT OFU%XGELA F. WILLIAMS, GENERAL COUNSEL, YMCA OF THE

Ms. Williams. Good morning, Senator Klobuchar. Thank you so
much for having us testify this morning. I'm Angela Williams,
General Counsel of YMCA of the USA. As you know, the YMCA is
the nation's leading nonprofit committed to strengthening
communities through youth development, healthy living, and
social responsibility. Last year, in 10,000 communities our Y's
served 21 million people, of whom 9 million were young people,
and we serve them in every Congressional district in this great
i:our;tQ/. Thank you all for your many years of support to our
ocal Ys.

I'm here today to speak on behalf of the Not-for-Profit
Operational Concerns Constituency, known as NPOC, which is the
newest constituency formed under ICANN to give not-for-profits
and NGO's a voice in Internet governance. Our diverse
membership includes groups within the United States, such as
American Red Cross, St. Jude's Children's Hospital, Church of
God in Christ, World Wildlife Federation, Human Rights
Campaign, and Goodwill Industries International.
Internationally, our members range from the Association of
NGO's in Gambia to the International Baccalaureate Organization
in Switzerland and many others.

The NPOC members, like most not-for-profits, increasingly
rely on the Internet to fulfil our missions a well as to raise
funds. We share a growing concern that our ability to carry out
our collective missions due to the enormous cost and financial
burdens of the proposed structure of the new Generic Top-Level
Domain Name Program will pose severe hardship and burdens on
each of us.

The new gTLD program compromises use of the Internet by
increasing the risk of fraud, cybersquatting, and trademark
infringement, and by significantly escalating the cost to
protect against such unlawful activities. I know firsthand at
the Y that our local organizations have been hit hard by the
economy. Our name and reﬁutation is priceless. Yet these
addirt]ional costs to protect them are now out of financial
reach.

It is the goal of our organizations to educate all those
responsible for implementation of the new gTLD Iprogram about
unintended consequences. There is no doubt it will have a
crippling effect upon my organization and most other not-for-
?ro it organizations here and around the globe in its current

orm.

Let me speak to our budgetary concerns. The ultimate cost
in proceeding throu%h the entire application ?rocess alone
could reach several hundred thousands of dollars. Currently the
ICANN website quotes costs for one new gTLD application to be
approximately $185,000, with an annual cost thereafter of at
least $25,000 for a required 10-year term. This does not
include the legal fees reguired to prepare the application and
certain amounts required to be in escrow.

If the Y or another NPOC member chooses not to participate
in the new gTLD program, it runs the risk that another entity
will apply for use of its name or one that is confusingly
similar. The costs for filing an objection are expected to be
approximately $30,000 to $50,000.

ICANN's new gTLD program does not provide special or
discounted protection measures for not-for-profit organizations
to protect their brands and avoid the public confusion that
results from their unauthorized use. YMCA of the USA currently
employs 1.5 full-time employees at a cost of $225,000 annually,
in addition to external legal expertise at a cost of over
$100,000 just this year, in an effort to monitor and protect
the use of its trademarks. Many other not-for-profit
organizations cannot afford this expense to protect their name
and goodwill. The increase of new gTLDs will further exacerbate
this problem.

If not-for-profit organizations cannot afford to register
the domain names in the first place, they certainly will not
have the means to take Ie?al action, nor should they, as their
funds are better served fulfilling their mission. Our country's
diverse 1.5 million not-for-profits share one central
commitment: improving lives. | ask each of you to think about
the small and large not-for-profits that work alongside
government, our work on most, if not all, of our nation's

reatest problems. | ask you to look at this issue through the
ens of the not-for-profit organizations who are using limited
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resources to do much good.
Thank you.
[The prepared statement of Ms. Williams follows:]

Prepared Statement of Angela F. Williams, General Counsel,
YMCA of the USA

Good morning Chairman Rockefeller and Ranking Member Hutchison and
Committee Members. I'm Angela Williams, General Counsel for the YMCA of
the USA. As each of you know, the YMCA is the Nation's leading
nonprofit committed to strengthening communities through youth
development, healthy living and social responsibility. We work side-by-
side with our neighbors in more than 10,000 communities to make sure
that everyone, regardless of age, income or background, has the
opportunity to learn, grow and thrive. Last year, our Ys served 21
million people--about 9 million were youth--and we serve them in every
congressional district in this great country. Thank you all for your
many years of support of local Ys in your district. | know you all have
a long history with the Y!

I'm here today to speak on behalf of the Not-for-Profit Operational
Concerns Constituency known as NPOC, which is the newest constituency
formed under ICANN 'to give not-for-profits and NGOs a voice in Internet
governance. Our diverse membership includes groups within the United
States such as American Red Cross, St. Jude's Children's Research
Hospital, World Wildlife Federation, Church of God in Christ, Human
Rights Campaign and Goodwill Industries International. Internationally,
our members range from the Association of NGOs in Gambia to the
In;t]ernational Baccalaureate Organization in Switzerland and many
others.

The NPOC members, like most not-for-profits, increasingly rely on
the Internet to fulfill our missions as well as to raise funds. We
share a growing concern that our ability to carry out our collective
missions due to the enormous cost and financial burdens of the proposed
structure of the new Generic T%p-LeveI Domain Name Program (" "new gTLD
Program") will pose severe hardship and burdens on each of us. We also
share concern about the increased risk of public confusion, often
unique to not-for-profit organizations, resulting from unauthorized use
of organizational trademarks. | know firsthand at the Y that our local
organizations have been hit hard in this economy. Our name and
reputation are priceless, yet these additional costs to protect them
are now out of financial reach.

The new gTLD Program compromises use of the Internet by increasing
the risk of fraud, cybersquatting, and trademark infringement and by
significantly escalating the cost to protect against such unlawful
activities. The following are areas of particular concern:

domain name registration

the introduction of new top level and second level domain
names into the DNS (Domain Name System)

fraud and abuse, and

using the Internet platform to distribute and collect .
mission-related information for our members and the communities
We Serve.

It is the goal of our organizations to educate all those
responsible for implementation of the new gTLD program about unintended
consequences. There is no doubt it will have a crippling effect upon my
organization and most other not-for-profit organizations here and
around the globe in its current form.

Budé;etary oncerns

I'd like to begin with our budgetary concerns.

The ultimate cost in proceeding through the entire application
process alone could reach several hundred thousands of dollars.
Currently, the ICANN website quotes costs for one new gTLD to be
approximately $185,000 to file an application, with an annual cost
thereafter of at least $25,000 for a required ten-year term. This does
not include the legal fees required to prepare the application and
certain amounts required to be in escrow. Moreover, there are many
additional potential costs. For example, if an application is filed and
then placed into an extended evaluation by ICANN, the applicant may
have to pay an additional $50,000. An applicant may be required to
defend its aPpIication against objections, which range from $1,000 to
$5,000 in filing fees per party per proceeding, and an additional
$3,000 to $20,000 in costs per proceeding, which must be paid up front.

If the Y or another NPOC member chooses not to participate in the
new %TLD program, it runs the risk that another entity will apply for
use of its name or one that is confusingly similar. In the event
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another entity applies for a top-level domain that contains the
organization’'s name, the costs for filing an objection are expected to
be approximately $30,000-$50,000.

While processes such as these may be useful in the commercial
space, not-for-profits simpl?/ do not have the resources to participate,
and will certainly not be able to compete against for-profit
organizations with large budgets and reserves for intellectual property
protection. Our sector not only prefers to, but must, use our monies to
provide critical services to our communities. We simply cannot afford
thousands of dollars to become a domain name registry solely to ensure
brand protection. Becoming a domain name registry is not part of the
mission of any not-for-profit organization, yet protection of its
reputation is critical. ICANN's new gTLD Program does not provide
special or discounted protection measures for not-for-profit
organizations to protect their brands and avoid the public confusion
that results from their unauthorized use. YMCA of the USA currently
employs 1.5 full-time employees at a cost of $225,000 annually, in
addition to external legal expertise at a cost of over $100,000 this
year alone, in an effort to monitor and protect the use of its
trademarks. Many other not-for-profits cannot afford this expense to
protect their name and goodwill. The increase of new gTLDs will further
exacerbate this problem.

The primary enforcement mechanism of the new gTLD Program is the
Trademark Clearin?(house, where trademark owners can protect their
registered trademark rights. The new gTLD Program is due to be rolled
out in less than 40 days. At this point, the cost of listing marks in
the Clearinghouse has not been set, creating more uncertainty about the
actual costs associated with the new gTLD Program.

This process will only apply to exact matches of trademarks, rather
than common misspellings, etc. that fraudsters and cybersquatters often
use to deceive and confuse Internet users attempting to locate a
particular not-for-profit. Not-for-profits are not in a financial
position to register their marks using hundreds of additional gTLDs,
particularly at premium prices. Trademark owners will not be allowed to
preemptively register marks that are nearly identical.

If not-for-profit organizations cannot afford to register the
domain names in the first place, they certainly will not have the means
to take legal action, nor should they, as these funds are better served
fulfilling their humanitarian, philanthropic, education, academic,
religious, community-based, promotion of the arts, public interest
policy advocacy, health-related services and social inclusion missions.
Public Confusion and Cybersquatting Concerns

Our ability to ensure that the public knows and trusts the public
face of the Internet for all of our organizations is paramount. The
public trusts the high-quality, reliable services they have come to
associate with these organizations.

Bad actors in the domain name space such as cybersquatters,
fraudsters, and others, who register and use domain names in bad faith
to profit off of the goodwill of well-known entities, have existed for
many years in the existing domain name space. Recently one of our
organizations, a large and historic organization, learned that an
unauthorized entity was using its name to fundraise online and in the
community. The result was confusion by potential funders about which
organization was seeking donations. This is a common example of how our
organizations are impacted by trademark infringement.

The likely increased public confusion and fraud that will occur in
the new gTLD space will be particularly devastating for not-for-profit
organizations. If not-for-profit organizations are not able to
adequately protect their names and trademarks in the new gTLDs, bad-
faith domain name registrants will be able to register and make use of
hundreds of domain names that are identical or similar, and to
disseminate dangerously false information to

Internet users. This will greatly increase the likelihood that the
public will be misled in a manner that is both financially devastating
and dangerous to the reputation of those organizations--making it
difficult for them to achieve their worthy missions.

Our country's diverse 1.5 million not-for-profits share one central
commitment: improving lives. The ability to fund and focus on this
important work will be diverted, and the public will suffer as a result
of the new gTLD Program. Current protection mechanisms built into the
new gTLD Program are not adequate and are expensive for those not-for-
profits that wish to take advantage of them. The NPOC is understandably
concerned about the impact on not-for-profit organizations that do not
have the budget to enforce their rights in the current space, much less
if that space were to increase ten-fold. The expense of the new gTLD
Program would greatly divert funds from our central commitment to
improve lives.

Recommendations
Our fears are not alone. There has been a ground-swell of Internet
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stakeholders, including the largest for-profit companies that have

repeatedly expressed concerns about the program beginning in January

2012 when so many vital issues remain unresolved.

Therefore, we ask that there continue to be input from
stakeholders, and careful consideration of the impact of this program
on the Internet, and ﬁarticularl on not-for-profits. Among the
numerous requests t
your attention:

That verified not-for-profit organizations be permitted to
exempt their trademarks from any other applicant in the new
gTLD Program at no cost, or if that is not possible, then at a
drastically reduced fee;

That the mechanisms for trademark ﬁrote(_:t_ion be )
S|gn|f|cant(ljy strengthened, with the ability to proactively
pr(()jtect trademark owners before any application is accepted;
an

That the costs to participate in the new gTLD Program for
verified not-for-profit organizations be eliminated, or if not
possible, then at a drastically reduced fee.

In summary, thank you for your time and attention. I know that in

Health Care Reform you heard the concerns of small not-for-profits and
provided the same " “claw back" for health insurance premiums for small

not-for-profits as you have for small business. Time and again this
committee has shown interest and common sense in protecting our
precious not-for-profit sector from tremendous financial burden that
will inhibit our ability to achieve our missions. | ask each of you to
think about all the small and large not-for-profits that make our

country and our world a better place to call home; our work alongside

government; our work on most, if not all, of our nation's greatest
problems. | ask you to look at this issue through the lens of the not-
for-profit organizations in this country who are using limited
resources to do much good.

Chairman Rockefeller. You're still Chairman.
Senator Klobuchar. Mr. Jaffe.

STATEMENT OF DANIEL L. JAFFE, EXECUTIVE VICE
PRESIDENT, GOVERNMENT RELATIONS,
ASSOCIATION OF NATIONAL ADVERTISERS (ANA)

Mr. Jaffe. Mr. Chairman, Senator Klobuchar: 1 am Dan Jaffe
and | am Executive Vice President, Government Relations, for
the Association of National Advertisers, and we very much
appreciate the opportunity to testify on behalf of ANA and
CRIDO, the Coalition for Responsible Internet Domain Oversight.
CRIDO is a coalition of 152 major national and international
companies and trade associations united in opposing the
virtually unlimited rollout of ICANN's new generic Top-Level
Domain name (gTLD) program.

The members of the coalition, CRIDO, include many of the
world's largest companies, with thousands of brands that
consumers know and trust. They represent virtually every sector
of the American and international economies. These are the
companies which provide the economic foundation for the global
marketplace we all use and enjoy.

ICANN's decision to embark on an explosive expansion of
top-level domains is a very significant and fundamental
decision, with implications for everyone in the entire Internet
ecosystem, from marketers, to consumers, to charities, NGO's,
law enforcement agencies, even politicians, and in fact anyone
who has brand names to protect.

The ICANN program is not merely a bad policy choice, but a
serious threat to the legitimate interests of both companies
and consumers on the Internet. We believe both the decision and
the process ICANN followed are fundamentally flawed, and here
are the reasons.

First, the immediate costs imposed on business is likely to
be in the multi billions of dollars. Some of that is estimated
that for a typical company the cost of acquiring a single new

TLD and managing it could easily exceed $2 million. Companies
that are forced into an auction with another interested
applicant will potentially face far higher costs. As many
companies have hundreds or even thousands of brands to defend,

e NPOC has made to ICANN, we bring the following to
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it's easy to see how these costs will spiral upward.

Even ICANN's own economists recognize that an unlimited
expansion of gTLDs could cause serious economic harm to
marketers. For example, ICANN's own Phase Two Report noted that
brand owners may be compelled to file, "numerous defensive
registrations to protect trademarks or intellectual property
riigfhts_from misuse." These resources could be far more
effectively used for job creation and productive capital
investment.

Second, ICANN's protections for consumers in the gTLDs
program are woefully inadequate. Again, ICANN's own economic
experts know that one of the most serious and costly challenges
to the unlimited expansion of gTLDs was the harm to consumers
from increased cybersquatting and related malware, phishing,
and the unknowing purchase of counterfeit goods. In 2009 a
coalition of law enforcement agencies including the U.S.
Department of Justice and the FBI issued a set of law
enforcement due diligence recommendations for ICANN. These
recommendations were intended to help prevent against cyber
security threats. However, according to a communique from
ICANN's own governmental advisory committee dated October 27,
2011, not one of law enforcement's 12 recommendations has been
adopted. And yesterday FTC Chairman Jon Leibowitz, testifying
before a House Judiciary subcommittee, stated that the
unlimited gTLDs rollout could be a "“disaster for business and
consumers," and could dramatically increase problems for law
enforcement.

Third, we have serious concerns about the potential major
conflicts of interest involving both the board and staff of
ICANN. It is very troubling that many of the same individuals
who approved the unlimited rollout of the gTLD program,
including ICANN's former chairman, now stand to benefit
substantially from the expansion program.

These are not just our concerns. The full European
Commission and ICANN's own governmental advisory committee have
expressed, ~“extreme concern about the inadequacy of the
existing rules of ethics and conflicts of interest."

We believe that the Affirmation of Commitments that ICANN
agreed to in order to obtain the freedom to manage major
functions of the Internet from the Department of Commerce are
real commitments. They must not be allowed to become merely
meaningless high-sounding platitudes. This means that all
Internet participants, and in particular the Department of
Commerce, must take whatever steps are necessary to assure that
the Top-Level Domain policy is fully justified on a cost-
benefit basis and provides strong and adequate protections for
businesses, NGO's, and consumers, thereby furthering the public
interest. That is simply not the case today.

We hope that this hearing places a spotlight on these
issues and will help to begin the process of careful
reevaluation of this misguided ICANN Top-Level Domain
initiative.

Thank you very much for your attention.

[The prepared statement of Mr. Jaffe follows:]

Prepared Statement of Daniel L. Jaffe, Executive Vice President,

Government Relations, Association of National Advertisers (ANA)

The Association of National Advertisers (ANA) appreciates the
opportunity to present our serious concerns about the new generic Top-
Level Domain Name (gTLD) Program that was approved last June by the
Internet Corporation for Assigned Names and Numbers (ICANN).

ANA is the advertising industry's oldest trade association, founded
in 1910. Our membership includes 400 companies with 10,000 brands that
collectively spend over $250 billion in marketing communications and
advertising. More information about our association is available at
http://www.ana.net.

I am also appearing on behalf of CRIDO, the Coalition for
Responsible Internet Domain Oversight. CRIDO represents 152 major
national and international companies and trade associations that have
ioined together to oppose the roll-out of ICANN's new gTLD Program. A
ist of all of the members of CRIDO, which represent virtually every
sector of the American economy and many important international
companies, associations and federations, is attached to this
statement.\1\ CRIDO members represent some 90 percent of global
marketing communications spending, equivalent to $700 billion annually.
While CRIDO members may follow different approaches to domain name
activity, they are all united in the belief that the proposed
unfettered eannsion of generic Top Level Domains is both dangerous and
misguided. This proposed ICANN initiative is not merely a bad policy
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choice but a serious threat to the legitimate interests of business and
consumers on the Internet.

\1\ See Exhibit A.

On November 10, 2011, ANA and the other members of CRIDO sent a
Petition to Commerce Secretary John Bryson outlining our serious
concerns about the new gTLD Pro%ram approved last June by ICANN despite
significant objections from many global Internet stakeholder groups.
The CRIDO Petition called on the Department of Commerce, and
specifically the National Telecommunications and Information
Administration (NTIA), “to use its best efforts to persuade ICANN to
stop or postﬁone the opening of the gTLD application window," which is
currently scheduled to begin on January 12, 2012.\2\

\2\ The Petition is attached as Exhibit B.

Other important groups have also independently spoken out against
ICANN's gTLD Program, including the National Retail Federation (NRF),
the Screen Actors Guild (SAG) and the American Federation of Television
and Radio Actors (AFTRA?. Their letters to the Secretary are available
at http://www.ana.net/getfile/16997 (NRF), http://www.ana.net/getfile/
16998 (SAG) and http://www.ana.net/getfile/17000 (AFTRA).

We commend the Committee for holding this hearing on this critical
issue which could impact the shape of the Internet for decades, and
perhaps in perpetuity. In the past twenty years, the Internet has grown
from being used by a limited number of engineering and academic elite
to being relied on every day by over 2 billion people worldwide.
According to a May 2011 report from the McKinsey Global Institute,
nearly $8 trillion are exchanged annually through e-commerce. The
former Secretary of Commerce, Gary Locke, emphasized that *"[t]he
Internet is becoming the central nervous system of our information
economy and society."” \3\ Since the Internet serves as a recognized
catalyst for global economic growth, there is far too much at stake,
particularly in today's economic climate, not to ensure that ICANN's
policies are fair and impartial. This is in keeping with the promises
that ICANN made in the Affirmation of Commitments between ICANN and the
NTIA, in exchange for the considerable power to oversee the Internet
that was delegated to ICANN by the U.S. government.

\3\ Commercial Data Privacy and Innovation in the Internet Economy:
a Dynamic Policy Framework, Department of Commerce (2010), Message from
Secretary of Commerce Gary Locke at 1, available at: htg)://
www.commerce.gov/sites/default/files/documents/2010/december/iptf-
privacy-green-paper.pdf.

We believe the new gTLD Program is bad for marketers, consumers and
the entire online marketplace. Consistent with the Affirmation of
Commitments, ICANN has a responsibility to ensure that its actions
further the public interest, promote consumer trust and the burgeoning
Internet domain.\4\

\4\ See http://www.icann.org/en/documents/affirmation-of-
commitments-30sep09-en.htm. (In relevant part,

Section 3(a) requires ICANN to ““ensure that decisions
made related to the global technical coordination of the DNS are made
in the public interest and are accountable and transparent";

Section 3(c) requires ICANN to ““promote . . . consumer
trust . . . in the DNS marketplace" and Section 8(c) commits ICANN to
opeﬁatlng ““as a multi-stakeholder, private sector led organization
witl

input from the public, for whose benefit ICANN shall in
all events act.").

We strongly believe that ICANN's new gTLD Program fails all of
these standards.

This Program in aggregate has multi-billion dollar implications for
all marketers, both in the commercial and the nonprofit sectors, and
their brands. It would cause irreparable harm and damage to the entire
online business community. It would throw the domain name universe into
substantial confusion for both marketers and consumers.

ICANN has been considering this Program for several years. ANA
objected to these proposals as did many other industry groups and
companies. Even important governmental entities, includin
international law enforcement organizations,\5\ expressed deep
misgivings about ICANN's proposed gTLD Program. Unfortunately these
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strong objections have largely fallen on deaf ears.

\5\ In 2009, a coalition of law enforcement agencies including the
Australian Federal Police; the U.S. Department of Justice; the U.S.
Federal Bureau of Investigation; the New Zealand Police; the Royal
Canadian Mounted Police and the United Kingdom's Serious Organized
Crime Agency issued " Law Enforcement Due Diligence Recommendations for
ICANN." It is our understanding from the GAC Communique at Dakar,
dated October 27, 2011, that none of law enforcement's recommendations
has been adopted; in fact of the 12 recommendations registrars were
only able to report on their consideration of three of the twelve law
eEnfr?_rbc_ergent recommendations. GAC Communique--Dakar attached hereto as

xhibit C.

ICANN consistently states that it is a multi-sectoral, bottom-up _
Bollcy development organization. However, the creation of a massive
ureaucratic labyrinth and process does not mean that ICANN is, in
fact, representing the views of the majority of the Internet community.

There clearly is not ““consensus" support for the ICANN gTLD
proposals. We cannot let the repetitive mantra that ICANN is a ~“multi-
sectoral organization" camouflage or mask ICANN's lack of
responsiveness to the real concerns of a very broad cross-section of

the business community, and a growing group of non-governmental
organizations, consumer groups and other Internet users.

Key Reasons Wh]y the ICANN Program Must Be Stopped or Delayed

For a variety of reasons, we believe it is critical that the roll-
out of the new (};TLD Program be delayed.

Flawed Justification: ICANN justifies the Program on grounds that
it: “might" or “"may" (1) spur competition, (2) relieve scarcity in
domain name space and (3) support differentiated services and new
products. Yet evidence is sorely lacking that the introduction of new
TLDs will actually achieve any of these goals. The very reports relied
upon by ICANN to buttress its gTLD proposal prove that such
justifications are unsupportable.

Competition. Regarding competition, in the December 2010 report
commissioned by ICANN, entitled “~Economic Considerations in
the Expansion of Generic Top-Level Domain Names, Phase |1
Report: Case Studies" (""Phase Il Report"),\6\ the authors of

the Phase Il Report clearly conclude that the introduction of

new undifferentiated gTLDs is not likely to have a

“significant competitive impact” in the market for registry
services (Phase Il Report, para. 12).

\6\ Michael L. Katz et al., Economic Considerations in the
Expansion of Generic Top-Level Domain Names Phase 1l Report: Case
Studies (2010) http://www.icann.org/en/topics/new-gtlds/phase-two-
economic-considerations-03dec10-en.pdf. See also, Michael L. Katz et
al., An Economic Framework for the Analysis of Expansion of Generic
Top-Level Domain Names (2010), http://www.icann.org/en/topics/new-
gtlds/economic-analysis-of-new-gtlds-16jun10-en.pdf; Michael L. Katz et
al., Reply to Comments on An Economic Framework for the Analysis of the
Expansion of Generic Top-Level Domain Names (2010 [sic]) http://
WWW.|cann.or%/en/_top|cs/new-gtlds/analysw-response-econom|c-framev_vork-
21febl1-en.pdf; Michael L. Katz et al., Reply to Comments on Economic
Considerations in the Expansion of Generic Top-Level Domain Names Phase
11 Report: Case Studies (2011) http://www.icann.org/en/topics/new-
gtlds/analysis-response-phase-ii-report-21feb11-en.pdf.

Scarcity. It is equally clear that scarcity is not a current
problem. As the Phase Il Report concludes, ™. . . [T]he relief
of name scarcity is unlikely to be the principal source of
social benefits derived from new gTLDs" (Phase 11 Report,

para. 20).

Differentiated Services and New Products. The Phase 11 Report
notes new domain uses that are possible with TLDs, comparing
such prospects to existing TLDs, e.g., domains that are
restricted to particular functions or applications (such as
existing TLD .mobi), domains that restrict second level
registration to a particular class of owners (such as existing
TLDs .museum, and .aero), and domains that restrict second-
level registration to presenting a certain type of content

(such as current domains relating to a specific geographic
area). However, in each case, the experts conclude that the
benefits were little more than speculative and that many of the
TLDs adopted by ICANN in the last expansion round have been
practical failures (Phase Il Report, para.para. 39, 50, 58, 59,
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62).

There is no demonstrable need to increase generic Top Level Domain
names on an unlimited basis, and no likely benefit that would result
from such an unrestricted increase.

A wide array of 22 suffixes such as "".biz," "".info," ~.jobs,"
“travel" and T .museum" currently exist, not including the country
codes. Most of those gTLD names are minimally used, but nonetheless
actively policed by brand owners concerned about trademark dilution,
cybersquatting and the online sale of pirated or counterfeited
products.\7\ The gains assumed by ICANN are completely unsubstantiated.
In contrast, the new Program will throw the domain name universe into
widespread confusion, impose major costs on marketers and cause harm to
consumers. If there is no scarcity of space within the existing domain
name system, the ICANN Program appears to be a solution in search of a
Froblem. Even more seriously, the ““solution" proposed by ICANN is
ikely to impose enormous costs on the Internet and divert productive
resources at a time where these dollars could be far more effectively
used for job creation and productive capital investment.

\7\ For further background on the online piracy and counterfeiting
arguments, see Mark Monitor, Traffic Report: Online Piracy and
Counterfeitin%(January 2011) (The study used only 22 brands and found
that for those brands online distribution of pirated digital content
and e-commerce sales of counterfeit goods were rampant).

Serious Economic Impact if the Program is Adopted

These are not just our views. The studies ICANN initiated itself
recognize that the Program may cause several severe economic harms. As
set forth in Paragraph 63 of the Phase Il Report, the costs of the
Program may include the following:

Misappropriation of Intellectual Property. The experts cite a
key concern of misappropriation of intellectual property
rights, including the ™ costs of domain watching, defensive
registrations, litigation or other measures to end )
misappropriation, and costs due to misappropriation that is not
blocked (e.P., lost profits due to sales of counterfeit goods

or brand dilution).” \8\

\8\ Michael L. Katz et al., Economic Considerations in the
Expansion of Generic Top-Level Domain Names Phase 11 Report: Case
Studies (2010) at para. 63, http://www.icann.org/en/topics/new-gtlds/
phase-two-economic-considerations-03dec10-en.pdf.

Defensive Re?istrations. As noted, brand owners may be
compelled to file defensive registrations, i.e.,

““registrations undertaken to protect legitimate trademark or
intellectual proEerty rights from misuse, not registrations
undertaken as the “defense' of one's business against increased
competition on the merits." \9\ This cost alone could be in

the hundreds of thousands of dollars per brand name, creating a
multi-million dollar liability for major corporations and a
multi-billion dollar cost to the industry.

\9\ Id.

Several Internet Domain name sellers have estimated the range
of costs for gTLD applications alone. For example, in an

article entitled, ~ Sweeping Away Confusion Re?arding gTLD's,"
Gretchen Olive stated that, “Those applying will need a
minimum of $800,000 to $1 million to not only submit the
application, but also to defend it against objections Iod%ed by
third parties and to get through the contract process wit

ICANN and set up the registry technical infrastructure
(emphasis added)." \10\ The article further noted that,
““Monitoring for infringement and submission of objections will
ggtlalzy"rijlnl{nost organizations between $25,000 and $50,000 in

\10\ Gretchen Olive, Sweeping Away Confusion Regarding gTLDs,
ADOTAS (Nov. 8, 2011) available at: http://www.adotas.com/2011/11/
swaeR?g-away—confusmn-regardmg—gtlds/.

Domain Navigation Dilution because Consumers have More Places
to Look. The experts note that the “introduction of additional
gTLDs may increase the costs of Internet navigation by

increasing the number of potential domains over which a user
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may search. To the extent that such effects arise, they can
dilute the value of existing domain names as navigation
devices. The costs associated with such dilution include the
costs of defensive registrations. . .and the costs due to
dilution that cannot be mitigated." \12\

\12\ Id. at note 6, supra (Phase Il Report).

Harm to Internet Users from Increased Cybersquatting. One of
the most incipient and costly challenges to the adoption of any
new gTLD is the prospect of cybersquatting and the substantial
costs associated with preventing and policing it, which are
already well into the billions of dollars. With respect to
cybers?uatting, the experts note, "In addition to harm in the
form of increased search costs consumers may suffer more direct
harm from increased cybersquatting. This direct harm may result
from malware, phishing, and the unknowing purchase of
counterfeit goods." \13\ While the experts opine that such a
result “"may" occur, history proves that cybersquatting will
occur, just as it has with every TLD that has ever been
administered by ICANN.

\13\ Id.

Reduced Investment by Intellectual Property Owners. The
protection and development of intellectual property is a core
value for the global economy, particularly given the world's
reliance on technology. As ICANN's own experts conclude, the
Program seriously undermines intellectual property rights--
““There may also be indirect harms from the loss of

intellectual property owners' incentives to invest in that
intellectual property due to concerns that some of the benefits
of that investment would be misappropriated.” \14\

\14\ Id.

Losses from Failed TLDs. History itself discredits ICANN's position
that the introduction of new TLDs will increase innovation and
competition. One need only look at the dismal financial registration
and track record of TLDs like .museum and .aero to prove the point.
Such failures are very disruptive and costly to companies that have
registered. This reality is borne out by the authors of the Phase Il
Report, who conclude that ““[i]f a new gTLD failed and ceased
operation, external costs might be imposed on the Internet community.
Registrants in a failed gTLD might be stranded, unable easily to move
their websites (on which they may have based their business) to other
TLDs due to embedded links. More generally, Internet users might face
increased clutter on the Internet if links fail to resolve." \15\

Clearly, these types of dangers are likely to be substantially
magnified by allowing an unrestricted proliferation and explosive

growth of domains.

\15\ Id.

ICANN has in effect dismissed these concerns in reliance on what
its own experts have noted as ““speculative" competitive benefits of
the Program. However, is it really credible that the broad grouP
represented by the CRIDO membership--that includes some of the largest
national and international advertisers, brand holders and associations
in the world, with representation cutting across a vast range of
industry sectors--can all be unable to foresee what are their true
competitive interests?
ICANN's Deliberation Process is Flawed

Nevertheless, ICANN is now moving forward with the Program. ICANN
justifies ignoring these studies in its report entitled, "Rationale
for Board Decision on Economic Studies Associated with the New gTLD
Program.” \16\ With all due respect, the ““Rationale" is nothing
short of a nullification of ICANN's own mandate to conduct economic
studies. Rather than calling for further expert analysis, ICANN
dismisses the very economic evidence derived from the studies and opts
for a default justification of ““competition” in which any TLDs may be
adopted. Furthermore, ICANN minimizes the Phase Il Report's conclusion
that registry competition will not be significantly affected by the
Program; ICANN says its real interest Is competition in business
generally, and claims that any additional economic study on that
subject would be futile.\17\ We understand that ICANN contemplates
further studies once the new gTLD Program is underway,\18\ but at that
point, the damage will have been done. Once new gTLDs are deployed,
there is no turning back.
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\16\ Available at www.icann.org/en/minutes/rationale-economic-
studies-21marl1-en.pdf. See also ICANN Board Rationales for the
Approval of the Launch of the New gTLD Program, available at
www.icann.org/en/minutes/rationale-board-approval-new-gtld-program-
launch-20junll-en.pdf. Even in its final rationales, ICANN acknowledges
that no determination could be made that the benefits of the new gTLD
program will outweigh the costs.

\17\ See ICANN, Minutes of Board Meeting 25 January 2011, Economic
Studies--http://www.icann.org/en/minutes/minutes-25janl1-en.htm
("’[T]he Board has determined that no further commissioned economic
studies could better inform the Board's decision.” Id. at 8). See also
ICANN, Rationale for Resolution 2011.01.25.22 (2011) at 1, http://
www.icann.org/en/minutes/rationale-economic-studies-21mar11-en.pdf; see
also Anthon?/ Van Couvering, ICANN's Economic Study--I1t Depends, Minds +
Machines Blog (Jul 21, 2010)(Commenting on the June 2010 Katz economic
study Mr. Van Couvering said, ~“Should observers of ICANN lend any
credence to this study? If your goal is to advocate a position without
any empirical evidence, it is an excellent tool. If your goal is to
understand what the new gTLD program will produce, it will, if printed
out and bound, make a splendid paperweight").

\18\ http://www.icann.org/en/minutes/minutes-25jan11-en.htm.

If this Program, in fact, were likely to enhance competition and
the Internet marketplace, one would expect broad statements of support
for it. This support would come from many Internet and governmental
sources. Instead, the voices that are speaking in favor of the Program
appear to come almost exclusively from registrars, registries an
others who will directly profit from facilitating the gTLD roll out--
not those whom ICANN says will benefit. The broader Internet business
community is clearly rejecting the proposal.

This scant and conflicting economic analysis is one of many
examples in which ICANN has disregarded its own requirements and
unilaterally issued an edict. ICANN's own Code of Conduct \19\ mandates
that ICANN will “*[w]ork to build consensus with other stakeholders in
order to find solutions to the issues that fall within the areas of
ICANN's responsibility. The ICANN model is based on a bottom-up,
consensus driven approach to policy development.” Its undertakings
with the U.S. Department of Commerce additionally require that ICANN
act rationally and transparently.\20\ Clearly, the legal and due
diligence requirements of ICANN's own mandates have not been met here.
An effort to foist on the world community and markets a change of this
magnitude is not the measured ““bottom up" approach described in the
Code of Conduct. Moreover, it is impossible to describe the decision to
adopt the Program as a decision based upon consensus where the
research, comments and reports submitted to ICANN clearly show that
tPhere was and still is no consensus on the purported benefits of the

rogram.

\13} http://www.icann.org/en/documents/code-of-conduct-10jan08-
en.pdf.

\gO\ ICANN's Code of Conduct at http://www:.icann.org/en/documents/
code-of-conduct-10jan08-en.pdf; see also, Affirmation of Commitments by
the United States Department of Commerce and the Internet Corporation
for Assigned Names and Numbers (September 30, 2009) at http://
www.icann.org/en/documents/affirmation-of-commitments-30sep09-en.htm
(C"ICANN commits to maintain and improve robust mechanisms for public
input, accountability, and transparency so as to ensure that the

outcomes of its decisionmaking will reflect the public interest and be
accountable to all stakeholders by: . . . (c) continually assessing and
improving the processes by which ICANN receives public input (including
adequate explanation of decisions taken and the rationale thereof); (d)
continually assessing the extent to which ICANN's decisions are

embraced, supported and accepted by the public and the Internet
community; and (e) assessing the policy development process to

facilitate enhanced cross community deliberations, and effective and
timely policy development”).

Excessive Costs and Harms to Brands

The immediate cost imposed on businesses is likely to be in the
billions of dollars. Applying for a new Top Level Domain name will
require an extraordinarily expensive registration fee of $185,000 as
well as a minimum cost of $25,000 paid annually to ICANN over the ten-
year contractual commitment that successful applicants must make. Costs
will further escalate at the second level of naming--the word to the
left of the ““dot"--as brand owners will have to consider registering
each of their brand-related terms, for either commercial or defensive
purposes.

Some have estimated that, for a typical company, the cost of
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acquiring a single gTLD and managing it over the initial commitment of
ten ?/ears could easily exceed $2 million, including expenses for the
application process, operations, disEutes, and related legal services.
The costs associated with trademark monitoring and protection in all
the new gTLD spaces will run even higher. Some CRIDO members spend over
$1 million a year today to enforce against cybersquatting and fraud in
the existing 22 gTLD spaces. These humbers will clearly escalate if
ICANN's proposal goes forward. In addition, many companies may face an
auction for a generic Topic Level Domain, which will result in higher
costs to ICANN's benefit. Many companies have hundreds or even
thousands of brands to defend. Brand owners will face a Hobson's choice
of either being compelled to spend substantial resources to acquire and
manage new gTLDs or risk the harm to their brands that could occur if
they take no action. This has certainly been the message spoken loud
and clear to us from our members and the many groups within CRIDO.
Following the Money o )

Existing and prospective Internet registries and registrars stand
to be the primary beneficiaries of the new gTLD Program. Just examining
ICANN's own financial statements, it would appear that registries and
registrars pay fees that comprise the lion's share of ICANN's budget.
According to ICANN's own audit reports for the Fiscal Year 2011,
ICANN's primary source of revenue comes from Internet registries and
registrars. In fact, of ICANN's $69.3 million in revenue for Fiscal
Year 2011, $64.5 million came from fees paid by registries and
registrars.\21\ That is 93 percent of ICANN's 2011 revenue. In 2010,
that same figure was 94 percent.\22\ Looking ahead to this new gTLD
program, more TLDs mean new business for registries and registrars and
greater numbers of registries and registrars, which in turn creates
more fees for ICANN.

\21\ See Report of Independent Auditors and Financial Statements
for the Internet Corporation for Assigned Names and Numbers, prepared
by Moss-Adams LLP June 30, 2011 and 2010, available at: http:/
inlzvg\lcignn.grg/en/flnanC|aIs/f|nan0|al-report-fye-30]un11-en.pdf.

at 2.

However, ICANN's budget incentive for new gTLDs will be more than
increased registry and registrar fees. The initial application fees
expected in FY 2012 and 2013 will provide the organization with a
considerable boost to its budget--a $92.5 million dollar boost in fact
(which could be quite conservative because it only projects 500
applications; in some of ICANN's earlier delegation scenarios they have
projected 1,000 or more applications as the high end).\23\ In the
Fiscal Year 2012 budget projections for new gTLD revenues are expected
to add another $27.8 million to ICANN's revenue--or adding another 40
percent to its budget.\24\ Likewise, in draft Fiscal Year 2013 new gTLD
revenues are expected to add another $64.8 million--that is nearly a 94
percent increase in revenues above the 2011 Fiscal Year figures
mentioned above.\25\

\23\ New gTLD Program Cash Flow and P&L by Fiscal Year, ICANN.org,
(September 9, 2011) (showing the gTLD financial projections) available
at: http://www.icann.org/en/financials/new-gtld-program-cash-flow-
09sepll-en.pdf ("gTLD Cash Flows Projections"); Delegation Rate
Scenarios for New gTLDs, ICANN.org, (jOct. 2010) at p 6 (showing 1000
applications as extremely high activity and 1000s of applications as
the maximum throughput) available at: http://www.icann.org/en/topics/
new-gtlds/delegation-rate-scenarios-new-gtlds-06oct10-en.pdf.

gg\ ?JLD Cash Flow Projections at 2.

ICANN says that it will use these revenues for intensive
application review processes, but we would be remiss if we did not add
that $30 million or nearly one-third of all expectedé;TLD application
revenues will be earmarked for a litigation risk fund. ICANN is clearly
expecting many problems with this application window given the large
litigation budget anticipated.\26\

\26\ 1d.

Lack of Consensus

It is true that ICANN spent a number of years considering this
Program at meetings around the world. However, the 152 members of
CRIDO, representing major global companies and business groups, are
living proof that the objections of industry sectors most affected
this Program have not been adequately considered or addressed by ICANN.
A number of CRIDO members have actively voiced objections to the new
gTLD process and the lack of adequate trademark protection mechanisms,
yet their concerns have fallen on deaf ears. This entire constituency--
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the one required to fund the new names and maintain the Internet's
economic model--has been largely ignored. On the other hand, we do not
hear any clamor for the Program. ICANN has failed to reach stakeholder
consensus, a specific requirement of its contract with the NTIA.

Conflict of Interest Concerns

We are very concerned about potential conflicts of interest that
may be present in this expansion proposal, for both the Board and staff
of ICANN. It is very troubling that many of the same individuals who
ap%roved this expansion, including ICANN's former Chairman, now stand
to benefit substantially from companies that will register applicants
and manage the expansion. For example, within one month after the vote
of the ICANN Board to apﬁrove the new gTLD expansion, former ICANN
Chairman Peter Dengate Thrush had joined a London company called Top
Iaev_el_ Domain Holdings, a company that will directly profit from the

ecision.

These events have cast a serious cloud over the legitimacy of the )
vote to apﬁrove the new gTLD Program. ICANN serves as a quasi-governing
body for the day-to-day operations of the Internet. It is absolutely
critical that all decisions are made in the public interest, not in the
best interest of the closely-knit ICANN family.

We believe that ICANN can reclaim its legitimacy as an Internet
overnance body only by conducting a thorou?h and proactive review of
oth the gTLD expansion and the broader conflict of interest and ethics

policies for the organization. We expressed these concerns in a letter

to ICANN on October 2, 2011, which is available at http://www.ana.net/
getfile/16766. Our letter notes that serious concerns about the
inadequacy of the ICANN conflict of interest policies have been
expressed by Senator Ron Wyden (D-OR), by Lawrence Strickling,
Assistant Secretary for Communications and Information at the U.S.
Department of Commerce, and by the full European Commission.

At its October meeting in Dakar, ICANN's Governmental Advisory
Committee (GAC) expressed " extreme concern about the inadequacy of the
existing rules of ethics and conflict of interest” in ICANN.\27\ The
conflict of interest issues threaten to undermine confidence in ICANN's
decision-making. Obviously, if ICANN merely adopts prospective conflict
of interest corrections they will not undo harms that have already
occurred. Attention must be paid to the effects of conflicts on ICANN's
deliberations and the legitimacy of the gTLD roll out proposal.

D)\27\ GAC Communique--Dakar, October 27, 2011 (attached as Exhibit

Exemptions to the Program

Three groups were exempted or exempted themselves from the new gTLD
Program: the Red Cross, the Olympics and ICANN itself. In letters to
ICANN, both the Red Cross and the Olympics stated that they needed this
type of protection to assure that the public who trust their brand
identities would not fall victim to typosquatting, cybersquatting and
phishing. The Red Cross noted that a substantial portion of their
resources are used to counteract ~“fraudulent websites containing Red
Cross names to solicit donations routinely after virtually every
newsworthy disaster." \28\

\28\ David Meltzer, Senior Vice President International Services,
Peggg Dyer, Chief Marketing Officer and Mary S. Elcano, General Counsel
and Corporate Secretary, American Red Cross, to Kurt Pritz, Senior Vice
President, Stakeholder Relations and Amy Stathos, Deputy General
Counsel, ICANN, June 16, 2011, page 2.

While these exemptions may be appropriate, no other exemptions were
extended to the thousands of other charities and foundations that
similarly use the Internet to foster their public interest activities--
yet they surely face the same kinds of harms.

The fact that ICANN exempted itself is even more informative. ICANN
not only exempted its own name from the gTLD process, but several other
names as well. But the protections for ICANN will not end at the top
level. ICANN will have the opportunity to negotiate more protections
for itself at the second level once new gTLD registries are selected.

Take for example, the many reservations that ICANN made for itself on
the new .xxx domain. In the .xxx registry, ICANN was even able to
protect names of some of its leadership.\29\ No other groups received
the same protection. Major universities across the country, for

example, have recently found it necessary to purchase multiple .xxx
domain names to protect a%alnst links of their names to porn sites. The
Ohio State University purchased a total of 19 domains, including
buckeyeblitz.xxx and goldpants.xxx.\30\ The cost for each of these
domain name purchases was $200 for a purely defensive purpose. These
costs could be substantially higher if an auction is required to

protect a name.

[Page 35]



\29\ Kevin Murphy, RodBeckstrom.xxx Will Never See the Light of
Day, Domain Incite {Sept. 14, 2011) available at: http://
domainincite.com/rodbeckstrom-xxx-will-never-see-the-light-of-day/.

\30\ FoxNews.com, Penn State Bought Adult . XXX Domain Names to
Block Usage Prior to Sex Abuse Scandal (Nov. 30, 2011) available at
http://www.foxnews.com/us/2011/11/30/penn-state-buys-adult-domain-
names-to-block-usage/.

These exemptions explode the argument that ICANN makes that it has
developed adequate protections against cybersquatting, tyi)osquatting
and phishing. These charitable and other NGO groups will face the same
dangers that the Red Cross and the Olympics highlighted, and many of
them will not have the financial wherewithal to defend and protect
their good name in the Internet marketplace.

Not All TLDs Are Alike

Our concerns primarily focus on generic Top Level Domains ﬁgTLDs).
These concerns do not generally extend to so-called ccTLDs dealing with
country designators such as .co, .cn, .eu, and .de. Nor are we opposed
to the use of other languages and character sets in the Domain system,
although we believe that the public interest requires that all Top
Level Domains be cost beneficial and not impose undue burdens on the
Internet or undermine consumer trust. Neither do we believe that there
is something sacrosanct about maintaining the existing 22 gTLD system
unaltered. However, all of our companies, associations and groups
believe the unrestricted and unlimited expansion of gTLDs Is a reckless
experiment that needs to be halted and reassessed before it damages the
very positive growth of consumer trust that is fundamental to the
Internet marketplace.

Conclusion

We commend the Committee for holding this important hearing.
Examining the membership list of CRIDO demonstrates that the concerns
of the worldwide business community are extraordinarily widespread. The
issues that we raise will fall even harder on consumer groups,
charities, foundations, and myriad other entities that have even less
financial ability to protect their institutional interests and that
will be impacted by the rapid, unlimited opening of the generic Top
Level Domain space.

We reject the argument of those who say that it is too late for
ICANN to step back and reevaluate or for NTIA, the Governmental
Advisory Committee and other key Internet participants to try to make
one last major effort to forestall this potentially severely damaging
initiative. There is absolutely nothing sacred about the January 2012
implementation date. Given the serious concerns expressed by a broad
and growing cross-section of the entire American and global business
community, the companies which provide the economic foundation of the
Internet, and the potential dangers to consumers, we believe it would
be irresponsible for ICANN to proceed full-speed ahead with the roll-
out next month.
~ We are sensitive to the U.S. government's concern that by acting,
in a_mh/ capacity, it could fracture the voluntary domain name system,
which is embedded in the authoritative root. Or, alternatively, that
control of the ICANN Internet governance function could be relinquished
to the International Telecommunications Union. However, given the

otential harms that we have identified from this Program: consumer

arm, cybersquatting, typosquatting, Internet piracy and product
counterfeiting, inaction could be far more destabilizing to ICANN as a
governance body. If the new gTLDs launch and such problems occur en
masse, then foreign governments will have no choice other than to call
for the dismantling of ICANN. No one here at this hearing wants to see
ICANN dismantled. We would like to buttress its authority by ensurin
that the gTLD Program is maintained and developed appropriately in the
public interest and promotes consumer trust.

We very much appreciate this opportunity to testify and the careful
consideration of our and the other members of CRIDO's views.

Exhibit A
Association Signatories to the ICANN Petition

AAF-Amarillo

AAF-Dallas

AAF-Fort Worth

AAF Hampton Roads

AdClub Cincinnati

Advertisers Association of Guatemala (Guatemala)

Advertisers Association of Nigeria (Nigeria)

Advertisers Association of Turkey (Turkey)

Advertisers Business Group (United Arab Emirates)

Agrupacion Nacional de Anunciantes de Mexico (Mexico)

American Advertising Federation (AAF)

American Advertising Federation Baltimore, Inc.
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American Advertising Federation of Des Moines
American Apparel & Footwear Association (AAFA)
American Association of Advertising Agencies (4As)
American Bevera?e Association (ABA)

American Council of Life Insurers (ACLI)

American Health Care Association (AHCA)

American Insurance Association (AlA)

American Intellectual Property Law Association (AIPLA)
American Society of Association Executives (ASAE)
Asociacion Espanola de Anunciantes éSpain)

Asociacion Nacional de Anunciantes de Colombia (Colombia)
Asociacion Nacional de Anunciantes Peru (Peru)
Asociacion Nacional de Anunciantes Venezuela (Venezuela)
Asociacian Nacional de Avisadores Chile (Chile)
Associacao Brasileira de Anunciantes (Brazil)

Associacao Portuguesa de Anunciantes (Portugal)
Association of Advertisers in Ireland (lreland

Association of Canadian Advertisers (Canada

Association of National Advertisers (ANA)

Association of New Zealand Advertisers (New Zealand)
Association of Swiss Advertisers (Switzerland)

Austin Advertising Federation

Australian Association of National Advertisers (Australia)
Boise Advertising Federation

Bond van Adverteerders (The Netherlands)

Bulgiarlan Association of Advertisers (Bulgaria)

Cable Advertising Bureau (CAB)

Camara Argentina de Anunciantes (Argentina)

Camara de Anunciantes del Paraguay (Paraguay)

Camara de Anunciantes de Uruguay (Uruguay)

China Association of National Advertisers (China)
Consumer Electronics Association (CEA) )
Czech Association for Branded Products (Czech Republic)
Cyprus Advertisers Association (CyErus)

Dansk Annoncoerforening (Denmark)

Direct Marketing Association (DMA) )
European Association of Communications Agencies (EACA)
European Publishers Council (EPC)

Food Marketing Institute (FMI)

Grocery Manufacturers Association (GMA)

Groupement des Annonceurs du Maroc (Morocco)
Hellenic Advertisers Association (Greece)

Hungarian Branded Goods Association (Hungary)

Idaho Advertising Federation

Idaho Falls Advertising Federation

Incorporated Society of British Advertisers (United Kingdom)
Indian Society of Advertisers (India)

Indonesia Advertisers Association (Indonesia)

Intellectual Property Owners Association (IPO)
Interactive Advertising Bureau (IAB)

IAB Europe

The Israel Marketing Association (Israel)

Japan Advertisers Association (Japan)

Lebanese Association of Advertisers (Lebanon)
Lewis-Clark Valley Advertising Federation

Magic Valley Advertising Federation

Mainostajien Liitto (Finland)

Malaysian Advertisers Association (Malaysia) )
The Marketing Association of South Africa (South Africa)
Mobile Marketing Association (MMA)

MPA--the Association of Magazine Media

National Association of Broadcasters (NAB)

National Association of Manufacturers (NAM)

National Confectioners Association

National Council of Chain Restaurants (NCCR)

National Restaurant Association (NRA)

Norwegian Association of Advertisers (Norway)
Organisation Werbungtreibende im Markenverband (Germany)
Pakistan Advertisers Society (Pakistan)

Philippine Association of National Advertisers (The Philippines)
Pocatello Advertising Federation

Promotion Marketing Association (PMA)

Property Casualty Insurers Association of America

Radio Advertising Bureau (RAB)

Retail Industry Leaders Association (RILA

Russian Association of Advertisers (Russia

Smganre Advertisers Association (Singapore)

Slovak Association for Branded Products (Slovakia)
Slovenian Advertising Chamber (Slovenia
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Sveriges Annonsorer (Sweden)

Television Bureau of Advertising (TVB)

Union Belge des Annonceurs (Belgium)

Union des Annonceurs (France)

U.S. Chamber of Commerce

Utenti Pubblicita Associati (Italy)

World Federation of Advertisers (WFA) »

Company Signatories to the ICANN Petition

Acxiom

adidas

Adobe Systems Incorporated

Allstate Insurance Company

American Express

Autodesk, Inc.

Brinker International

Burger King Corporation

The Coca-Cola Company

Chrysler Group LLC

Church's Chicken

Combe Incorporated

ConAgra Foods

Costco Wholesale Corporation

Darden Restaurants, Inc.

Dell Inc.

Dunkin' Brands, Inc.

Educational Testing Service (ETS)

Fidelity Investments

Ford Motor Company

General Electric Company

GroupM

Hack Creative

Havas

Hewlett-Packard Company

Hunter Douglas NA

J.C. Penney Company, Inc.

Johnson & Johnson

Kellogg Company

Kraft Foods

La Quinta

Liberty Mutual

MillerCoors

Money Mailer of Amarillo

Nationwide Mutual Insurance Company

Neon Sun Tanning Salon

Nestle USA

ORCI

OSI Restaurant Partners, LLC

Papa John's

Procter & Gamble

Publicis Groupe

Pulte Group

Reebok

Rollins, Inc.

Samsung

Siemens AG )

Siemens Corporation

The J.M. Smucker Company

Toyota

US Bank

Vanguard

Verge

Walmart

Exhibit B
Coalition for Responsible Domain Oversight
November 10, 2011

Hon. John Bryson,
Secretary,
U.S. Department of Commerce,
Washington, DC.

Dear Secretary Bryson:

We, the undersigned, representing large and small business, in
virtually every industry sector, in the United States and around the
world, are writing to EXEI’ESS our strong concern with respect to the
June 2011 decision by the Internet Corporation for Assigned Names and
Numbers (ICANN) to apProve the top-level domain (gTLD) Applicant
Guidebook and to move forward with plans to open the new gTLD
application window on January 12, 2012 (the ICANN plan, decision or
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ICANN Proposal) on a virtually unlimited basis.

ICANN's action was taken despite widespread and significant
objections raised throughout the process by many in the global
community of Internet users. ICANN's decision was not made in the
public interest, does not promote consumer trust, and does not benefit
the public, as required in the Affirmation of Commitments between ICANN
?Rl%?f) National Telecommunications and Information Administration

Moreover, additional facts have come to light since ICANN announced
the most recent iteration of the Applicant Guidebook--including rounds
of troubling conflict of interest questions--which cast a shadow over
the entire process leading up to ICANN's decision. Those facts,
combined with the current state of the global economy, raise
substantial issues regarding the wisdom of moving forward with ICANN's
plan, given its undisputed costs and its merely putative benefits.

The ICANN Proposal would unduly burden a diverse range of public
and private brand holders, as they would be forced to spend ever-
greater amounts of time and resources simply to protect their brands.

In addition, there is an unacceptably high risk that the ICANN plan
would confuse consumers, increase the already unacceptable level of
fraud and identity theft on the Internet, create new opportunities for
Internet crime, and jeopardize cyber security. Businesses and not-for-

rofits alike have repeatedly raised these issues with ICANN over the
ast four years, with no acceptable resolution.

For these reasons, we respectfully call on the Department of
Commerce and, specifically the NTIA, to persuade ICANN to postpone the
opening of the top-level domain application window unless or until such
time as ICANN convincingly demonstrates that unlimited TLD name
expansion would:

Promote consumer trust;
Enhance Internet security;

Promote widespread economic benefits across diverse economic
sectors and stakeholders; and

Demonstrate that these benefits will exceed the costs that
such gTLD expansion would inevitably impose on the global
Internet community.

Respectfully submitted,
Organizations
AdClub Cincinnati
American Advertising Federation (AAF)
AAF-Amarillo
AAF-Dallas
AAF-Fort Worth
AAF Hampton Roads
American Advertising Federation Baltimore, Inc.
American Advertising Federation of Des Moines
American Apparel & Footwear Association (AAFA)
American Association of Advertising Agencies (4As)
American Bevera?e Association (ABA)
American Council of Life Insurers (ACLI)
American Health Care Association (AHCA)
American Insurance Association (AlA)
American Intellectual Property Law Association (AIPLA)
American Society of Association Executives (ASAE)
Association of Canadian Advertisers (ACA)
Association of National Advertisers (ANA)
Austin Advertising Federation
Boise Advertising Federation
Cable Advertising Bureau (CAB)
Consumer Electronics Association (CEA)
Direct Marketing Association (DMA)
European Association of Communications Agencies (EACA)
Eur%pean Publishers Council (EPC)
Food Marketing Institute (FMI)
Grocery Manufacturers Association (GMA)
Idaho Advertising Federation
Idaho Falls Advertising Federation
Intellectual Property Owners Association (IPO)
Interactive Advertising Bureau (IAB)
IAB Europe
Lewis-Clark Valley Advertising Federation
Maglc Valley Advertising Federation
Mobile Marketing Association (MMA)
MPA--the Association of Magazine Media
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National Association of Broadcasters (NAB)
National Association of Manufacturers (NAM)
National Confectioners Association
National Council of Chain Restaurants (NCCR)
National Restaurant Association (NRA)
Pocatello Advertising Federation
Promotion Marketing Association (PMA)
Radio Advertising Bureau (RAB)

Retail Industry Leaders Association (RILA)
Television Bureau of Advertising (TVB)
U.S. Chamber of Commerce

World Federation of Advertisers (WFA)
Corporations

Acxiom

Adobe Systems Incorporated

Allstate Insurance Company

American Express

Brinker International

Burger King Corporation

The Coca-Cola Company

Combe Incorporated

ConAgra Foods

Costco Wholesale Corporation

Darden Restaurants, Inc.

Dell Inc.

Dunkin' Brands, Inc.

Educational Testing Service (ETS)
Fidelity Investments

Ford Motor Company

General Electric Company

Hack Creative

Hewlett-Packard Company

Hunter Douglas NA

J.C. Penney Company, Inc.

Johnson & Johnson

Kellogg Company

La Quinta

Liberty Mutual

MillerCoors

Money Mailer of Amarillo

Nationwide Mutual Insurance Company
Neon Sun Tanning Salon

Nestle USA

ORCI

OSI Restaurant Partners, LLC

Papa John's

Procter & Gamble

Publicis Groupe

Pulte Group

Samsun

US Ban

Vanguard

Verge

cc: Lawrence E. Strickling, Assistant Secretary for Communications
and Information and Administrator, National Telecommunications and
Information Administration, U.S. Department of Commerce

Fiona Alexander, Associate Administrator, National
Telecommunications and Information Administration, U.S. Department of
Commerce

Vernita Harris, Deputy Associate Administrator of the Office of
International Affairs, National Telecommunications and Information
Administration, U.S. Department of Commerce

Suzanne Murray Radell, Senior Policy Advisor, National
Telecommunications and Information Administration, U.S. Department of
Commerce

Elizabeth Bacon, Telecommunications Policy Specialist, National
Telecommunications and Information Administration, U.S. Department of
Commerce

Cameron F. Kerry, General Counsel, U.S. Department of Commerce

Daniel K. Inouye, Chairman, Committee on Appropriations, U.S.
Senate
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John D. Rockefeller 1V, Chairman, Committee on Commerce, Science
and Transportation, U.S. Senate

Patrick J. Leahy, Chairman, Committee on the Judiciary, U.S. Senate

Thad Cochran, Ranking Member, Committee on Appropriations, U.S.
Senate

Kay Bailey Hutchison, Ranking Member, Committee on Commerce,
Science and Transportation, U.S. Senate

Charles E. Grassley, Ranking Member, Committee on the Judiciary,
U.S. Senate

Barbara Mikulski, Chair, Subcommittee on Commerce, Justice, Science
and Related Agencies, Committee on Appropriations, U.S. Senate

Al Franken, Chairman, Subcommittee on Privacy, Technology and the
Law, Committee on the Judiciary, U.S. Senate

Tom Coburn, Ranking Member, Subcommittee on Privacy, Technology and
the Law, Committee on the Judiciary, U.S. Senate

Ron Wyden, Chairman, Subcommittee on International Trade, Customs,
and Global Competitiveness, Committee on Finance, U.S. Senate

Harold Rogers, Chairman, Committee on Appropriations, U.S. House of
Representatives

Fred Upton, Chairman, Committee on Energy and Commerce, U.S. House
of Representatives

Lamar Smith, Chairman, Committee on the Judiciary, U.S. House of
Representatives

Norm Dicks, Ranking Member, Committee on Appropriations, U.S. House
of Representatives

Henry A. Waxman, Ranking Member, Committee on Energy and Commerce,
U.S. House of Representatives

John Conyers, Ranking Member, Committee on the Judiciary, U.S.
House of Representatives

Bob Goodlatte, Chairman, Subcommittee on Intellectual Property,
Competition and the Internet, Committee on the Judiciary, U.S. House of
Representatives

Frank Wolf, Chairman, Subcommittee on Commerce, Justice, Science
and Related Agencies, Committee on Appropriations, U.S. House of
Representatives

Mel Watt, Ranking Member, Subcommittee on Intellectual Property,
Competition and the Internet, Committee on the Judiciary, U.S. House of
Representatives

Chaka Fattah, Ranking Member, Subcommittee on Commerce, Justice,
Science and Related Agencies, Committee on Appropriations, U.S. House
of Representatives

Exhibit C
Governmental Advisory Committee
Dakar, 27 October 2011
GAC Communique--Dakar
I. Introduction

The Governmental Advisory Committee (GAC) of the Internet
Corporation for Assigned Names and Numbers (ICANN) met in Dakar,
Senegal during the week of October 22-27, 2011. Forty-nine Governments
participated in the meeting: 46 present and 3 by remote participation
and six Observers. The GAC expresses warm thanks to the local hosts,
The Ministry of Communication, Telecommunications and Information
Technology (MICOMTELTIC) and the Regulatory Authority for
Telecommunications and Post (ARTP) for their hospitality in organizing
the meeting and ICANN for supporting the GAC during the meeting.

Il. New gTLDs

The GAC further discussed and decided on the formulation of GAC
advice for inclusion in Module 3 of the Applicant Guidebook [Annex I].

During the discussion ICANN Staff underlined their understanding
that advice regarding the definition of Geographic Names should be
adopted by the GAC.
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The GAC congratulates the JAS working group on the final report and
recommendations, which are consistent with GAC advice. The GAC looks
forward to the Board providing clear timelines for implementation of
the recommendations to enable needy applicants to join in full and
meaningfully in the first round.

The GAC raised concern about the unpredictability of the actual
number of applications that governments would have to digest to proceed
after the end of the application period. The GAC made clear, that if
the number of agplications published by ICANN significantly exceeds
500, GAC members might not be able to process a very large number of
applications in the very short early warning ﬁrocedure and in the
limited time for issuing GAC advice on all these strings.

Further, the GAC asked ICANN for clarification about its intention
to process these applications in batches of 500, in the case that there
are more than SOD applications. The GAC urges ICANN to clarify the
Brocedures and implications for applicants being processed in different

atches, as this might have implications for competition and
applicants' business models.

Following presentations by the ICANN staff and the Security and
Stability Advisory Committee, the GAC took note of the SSAC
consideration of the combined impact of new gTLDs and other changes
such as the introduction of 1Pv6, DNSSEC and IDNSs to the root. The GAC
welcomes the confirmation of the commitment by the ICANN Board to
provide a full report with a complete analysis, including all
underlying data, of the root system scalability well before the opening
of the new gTLDs application round. The GAC further welcomes the
confirmation of the commitment by the Board to evaluate the impact on
the system after the 1st round, with the understanding that the launch
of a second round is contingent on the outcome of this evaluation, in
Barticular the absence of negative effects on the root system. The GAC

elieves that in order for this evaluation to be effective, an
appropriate and trustable monitoring system needs to be in place.

In its discussions with the Board regarding the Communication Plan
for new gTLDs, the GAC emphasised the importance of promoting the gTLDs
application round in all countries, including developing countries. The
GAC suggested that levels of awareness be continually assessed and
reviewed, and priorities and target areas under the Plan be adjusted
accordingly in the run up to the launch of the round.

The GAC welcomed the assurances received from the Board and staff
that the evaluation of applications will ensure a level playing field
for applicants and that any conflicts of interest will be identified
and avoided accordingly.

111, Law Enforcement (LEA) Recommendations

In recent years, the Internet has grown to have over two billion
users and be a significant contributor to the global economY.

Cyber-crime is a growing threat to the security and stability of
the Internet, with broad and direct public policy impacts. Recent
estimates suggest that the direct financial impact of cyber-crime is
extremely significant.

Law enforcement agencies have identified a series of specific
proBIems which are limiting their ability to address this growing
problem.

As part of this, law enforcement agencies have identified specific
areas of concern in the ICANN context, relating to contractual
weaknesses and a lack of necessary due diligence.

To address these urgent problems, in 2009 law enforcement agencies
made 12 concrete recommendations to reduce the risk of criminal abuse
of the domain name system.

These recommendations were informally socialized with the registrar
community, the GAC, and with ICANN compliance staff over the course of
several months, before the GAC advised the Board in its Brussels
communique that it formally endorsed the recommendations.

Direct exchanges between law enforcement a%encies and registrars
continued in September 2010 in Washington D.C., in February 2011 in
Brussels, and during the March and June 2011 ICANN meetings.

As a complement to the June exchanges in Singapore, the GAC urged
the Board to support actions necessary to implement those
recommendations as a matter of urgency.

To date, none of the recommendations have been implemented, and the
risks remain. The GAC therefore advises the ICANN Board to take the
necessary steps to ensure that ICANN's multistakeholder process
effectively addresses these GAC-endorsed proposals as a matter of
extreme urgenc?/.

V. Accountability and Transparency Review Team Recommendations (ATRT)

The GAC welcomes the update provided by ICANN staff on the ATRT
Recommendations progress and the suggestions presented with regards to
the implementation of recommendations 9 through 14 on the GAC role,
effectiveness and interaction with the Board.

The GAC looks forward to an expedited implementation of the Joint
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Working Group and ATRT recommendations and is keen to continue working
with the Board on the Recommendations related to the GAC.
V. Conflict of interest

The GAC expresses extreme concern about the inadequacy of the
existing rules of ethics and conflict of interest in the light of
recent events and therefore welcomes the approval of the motion by the
Board Governance Committee on 1S September 2011concerning " ethics and
conflicts of interest". The GAC looks forward to the publication of a
timeline with clear and effective actions as a conclusion of the Dakar
meeting or shortly thereafter. In order to ensure the legitimacy and
sustainability of the multi stakeholder model as enshrined in ICANN,
the GAC underlines the extreme urgency of putting in place effective
and enforceable rules on conflicts of interest.

The GAC will keep this important issue under review and may come
forward with further advice before the Costa Rica GAC meetings.

VI. Meeting with the Generic Names Supporting Organisation ?GNSO)

The GAC and the GNSO exchanged views on a number of issues,
beginning with an overview by ICANN staff of the GNSO policK
development process. Consistent with the recommendations of the
Accountability and Transparency Review Team and the related GAC-Board
Joint Working Group, the GAC stressed its interest in ensuring that GAC
views are provided and taken into account at early stages in the policy
development process.

The meeting also discussed the implementation of the Law
Enforcement AgencyéLEAJ recommendations to mitigate Domain Name System
abuse, which were endorsed by the GAC in June 2010. The GAC expresse
its disappointment that registrars were only able to report on their
consideration of three of the twelve LEA Recommendations. Further, the
reported progress fell substantially short of what GAC members believed
had been achieved during its meetings with rec};]istrars in Singapore in
June 2011. The GAC also expressed concern that there was no clarity on
how the other nine recommendations were being progressed, despite the
registrars' agreement at the Singapore meeting to provide regular
status

reports. The GAC informed the GNSO Council of its intention to
request the ICANN Board to take prompt and concrete action to implement
the GAC/LEA recommendations.

The meeting also addressed the GAC's proposal to the GNSO on the
protection mechanism for the International Olympic Committee and Red
Cross/Red Crescent names at the top and second levels. The GAC
rec?uested feedback from the GNSO on the proposal as a first step in
collaborating on advice for the ICANN Board In this regard, consistent
with the ICANN Board Resolution in Singapore.

The GAC looks forward to further engagement with the GNSO to work
more effectivel¥ within the ICANN processes and reinforce the
sustainability of the multi-stakeholder model.

VII. Meeting with the At-Large Advisory Group (ALAC)

The GAC met with the ALAC to discuss Conflict of Interest issues
within the ICANN Board and staff. The GAC agrees that this is a
critical matter that needs to be addressed as a high priority within
the community.

The GAC and ALAC also discussed the Joint Applicant Support (JAS)
Working Group as well as the ALAC and GAC Joint Statement. The GAC
expects a decision to be taken for implementation in time for the
opening of the first new gTLD round.

In light of the common interest of advancing improvements in the
ICANN model, the GAC and ALAC also discussed the ongoing work of the
Accountability and Transparency Review Team (ATRT). The GAC shared the
areas identified as a priority in the framework of the ATRT and the
Joint Working Group recommendations, looking forward to an expedited
implementation.

VIlI. GAC Operating Principles

The GAC amended Principle 47 of its Operating Principles clarifying
its understanding of consensus. The definition now introduced derives
from United Nations practice and understands consensus as adopting
decisions by general agreement in the absence of formal objections. The
GAC noted that according to UN practice individual members may make
reservations, declarations, statements of interpretation and/or
statements of position regarding a consensus decision, provided such
texts do not represent an objection to the consensus [Annex I1].

IX. J(()in}\lsgés)ion with the Country Code Names Supporting Organization
cc

The GAC met with the ccNSO to discuss the progress and ongoing work
of the Framework of Interpretation cross-community Working Group (Fol)
on delegation and redelegation, and the mechanisms for the GAC to
provide feedback and contribute to this work within a timeline that the
ccNSO has Erovided. In addition, the ccNSO shared an update of its
current work areas and its organisational structure.

The GAC is eager to further engage with the ccNSO to provide timely
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inputs on the different stages of the Fol work.
X. Meeting with the Security and Stability Advisory Committee (SSAC)

The GAC thanks the SSAC for providing an update on its work
including blocking and reputation systems, WHOIS matters and single
label domain names. Further, the GAC thanks the SSAC Chair for
((Jll_jeslgltissions on Root Zone Scaling and Resource Public Key Infrastructure

The GAC looks forward to receiving further updates on DNS blocking
matters and other relevant security and stability related matters.

XI. Meeting with the Nominating Committee (NomCom)

The GAC met with the Nominating Committee and discussed the skill-
sets needed of an ICANN Director, as outlined in the Accountability and
Transparency Review Team (ATRT) recommendations to improve the
selection process. The NomCom invited individual GAC members to provide
further inputs.

XI1. Election of Vice-Chairs

The GAC has reelected the current vice-chairs, Choon-Sai Lim
(Singapore), Maria Hall (Sweden) and Alice

Munyua (Kenya) £0 i_:ogtinue their mandate for another year.

The GAC warmly thanks all those among the ICANN community who have
contributed to the dialogue with the GAC in Dakar.

The GAC will meet during the period of the 43" ICANN meeting in San
Jose, Costa Rica.

Annex |
Applicant Guidebook Module 3.1: GAC Advice on New gTLDs

ICANN's Governmental Advisory Committee was formed to consider and
provide advice on the activities of ICANN as they relate to concerns of
governments, particularly matters where there may be an interaction

etween ICANN's policies and various laws and international agreements
or where they may affect public policy issues.

The process for GAC Advice on new gTLDs is intended to address
applications that are identified by governments to be problematic,

e.g., that potentially violate national law or raise sensitivities.

GAC members can raise concerns about any application to the GAC.
The GAC as a whole will consider concerns raised by GAC members, and
agree on GAC advice to forward to the ICANN Board of Directors.

The GAC can Erovide advice on any aﬂplication._ For the Board to be
able to consider the GAC advice during the evaluatlongrocess, the GAC
advice would have to be submitted by the close of the Objection Filing
Period (see Module 1).

GAC Advice may take one of the following forms:

I. The GAC advises ICANN that it is the consensus of the GAC that a
particular application should not proceed. This will create a strong
presump(}lon for the ICANN Board that the application should not be
approved.

I1. The GAC advises ICANN that there are concerns about a
particular application "“dot-example”. The ICANN Board is expected to
enter into dialogue with the GAC to understand the scope of concerns.
ghe_ ICANN Board is also expected to provide a rationale for its

ecision.

I11. The GAC advises ICANN that a particular application should not
proceed unless remediated. This will raise o strong presumption for the
Board that the application should not proceed unless there Is a
remediation method available in the Guidebook (such as securing one or
more government's ?AI\JPVOVTI) that is implemented by the applicant.

nnex
Operating Principles Article XII Principle 47

The GAC works on the basis of seeking consensus among its
membership. Consistent with United Nations practice,\1\ consensus is
understood to mean the practice of adopting decisions by general
agreement in the absence of any forma obljection. Where consensus is
not possible, the Chair shall convey the full range of views expressed
by members to the ICANN Board.

\1\ Statements by GAC members related to such advice will be posted
on the GAC website.

Senator Klobuchar. Thank you, Mr. Chairman.
Ms. Dyson.

STATEMENT OF ESTHER DYSON, FOUNDING CHAIRMAN OF ICANN, 1998-
2000; CURRENTLY AN INDEPENDENT ANGEL INVESTOR

Ms. Dyson. Good morning, Chairman, Senator Klobuchar,
Senator Cantwell. I'm Esther Dyson. I'm honored to be here.
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I was the founding chairman of ICANN from 1998 to 2000. In
fact, the first and only time | testified previously in
Congress | was defending ICANN against charges that it was
imposing a tax on the Internet. At the time, | believe, those
charges weren't true. We were charging sensible, realistic
costs to maintain a system that already existed.

At that time, | also believed that adding new TLDs to the
domain name system would be a good idea. However, over time and
in the face of continuing disappointments with what ICANN did
an((jj became, I've changed my mind, and that's why I'm here
today.

Fi\r/st of all, ICANN's process of consulting with the public
hasn't really worked. I'm the only person here talking on
behalf of the real public, not on behalf of large trademark
owners, not on behalf of big businesses, not on behalf of
overnments, not on behalf of nonprofits, but actually on
ehalf of the users, who | think stand to be extremely confused
if there's a proliferation of top-level domain names.

Either marriott.com and marriott.hotel are the same, in
which case marriott.hotel is simply redundant; or they're
different, in which case it's simply confusing. Then add dot-
hotel, and then hotel.marriott, residenceinn.marriott, and so
on. Now multiply that by hundreds or thousands of different
top-level domains. It will create a profusion of new names for
Marriott to protect without creating any additional value,
because there remains only one Marriott.

That's why I think this whole idea is fundamentally
misguided. It's akin to derivatives, which also create great
complexity and new opportunities for transactions and, yes,
both derivatives and domain names create opportunities for
entrepreneurs. But they don't really create any value for the
economy. That's my problem with this. | don't think any
Bartlcular domain name is evil or should be illegal, but it's a

ig waste.

Finally, you could ask, what should ICANN do and what will
happen if we have a lot of new domain names? | studied
economics in college and | didn't learn a whole lot there, to
be honest, but | did learn how to think. Fundamentally,
economics is about math and common sense. Right now what we
have is an artificially restricted scarcity of domain names. We
can enlarge the group of domain names, in which case it will be
artificial and somewhat enlarged, but the same issues will
happen. Or we can say: We really believe in no scarcity at all;
let's have as many domain names as anybody wants. And then you
don't really need ICANN because there's nothing to protect. Or
we can stick with the current situation and perhaps some
inlfasured expansion to accommodate non-Latin alphabets and the

ike.

In the Ionﬁ run, probably people will start looking for
everything through the search engines and so domain names won't
matter. But with ICANN's current plan, there's going to be a
period to great confusion in the meantime. | don't think it
makes sense to go through a period of several years where
there's a profusion of domain names, a proliferation of the
kinds of costs and abuse Angela Williams and Dan Jaffe talked
about. It just doesn't make sense.

I understand ICANN is not responsible to Congress. I'm not
suggesting that you in this room do much, other than what you
are doing here, which is to raise the public's awareness of
this issue. And then I hope that ICANN will go back and
reconsider and somehow figure out how to actually get real
consumers involved and maﬁbe just stick to the international
domain names which do make sense and which with luck will be
properly regulated, largely by other governments.

But in general, | don't see the point of this program.

Thank you very much.

[The prepared statement of Ms. Dyson follows:]

Prepared Statement of Esther Dyson, Founding Chairman of ICANN, 1998-
2000; Ccurrently an Independent Angel Investor
Thank you, Chairman Rockefeller, Ranking Member Hutchison, esteemed
Senators, Committee staff and others, for your attention to this
important issue. As a private citizen with a variety of affiliations
but beholden to no single employer or institution, I am honored to be
here today.
My name is Esther Dyson. | assume that | was invited to testify
before this Committee primarily because | was the foundinP chairman of
ICANN's board, from its inception in September 1998 until late in 2000.
| continued as a member of the ICANN At-Large Advisory Committee for a
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?/ear or two after that, and subsequently went on with the rest of my

ife. I am a casual user of domain names; | have a couple registered

that | don't use, and then I have owned and used edventure.com since
before my ICANN tenure. As an investor, a board member of non-profit
and for-profit companies and as a user of the Internet, | do have a
substantial interest in freedom of speech and freedom to innovate.

Other than that, | have no particular business interests in the
domain name system, and | paid my own way here today. Moreover, unlike
most of the public, | have the private resources, the time and the
insider knowledge to come here to give you what | hope you will find to
be an informed and useful perspective.

I come as a loving critic to improve ICANN, not to bury it.

Some Brief Histor%/

When | joined the board of ICANN back in 1998, the majority of its
members had almost no experience with the Internet and attempted to
serve the interests of a broadPuinc. At the time, our primary mission
was to break the monopoly of Network Solutions (which managed .com
among other registries), first by separating the functions of registry
(which manages the list of names in a particular top-level domain) and
registrar (which resells second-level domain names to the public).

We succeeded in that, and we also managed to launch a few new TLDs,
including .biz, .info, .museum and .coop. Of those, only .biz and .info
have had much success. Separately, a number of creative people--whose
initiative | sincerely applaud--made special-purpose TLDs out of
country codes (ccTLDs) such as .tv (Tuvalu), .md (Moldova), .ly (Libya)
and most recently .co (Colombia).

At the same time, it's fair to say that .com retained its first-
mover advantage as by far the leading TLD. Users instinctively type
COMPANYNAME.com into their browsers.

I myself was a big fan of the concept of new TLDs. | believed that
it would broaden the market, encourage innovation (as with the
repurposed ccTLDs | mentioned above). . .and besides, why should ICANN
enforce artificial scarcity?

But | have since changed my mind. Now | would like to explain why,
and finally to suggest some paths forward.

Why | Changed My Mind--Confusing to the Public

After my two-year term as chairman of ICANN expired in 2000, |
joined the At-Large Advisory Committee. Our mission was to make sure
the voice of the ultimate users--not just the sellers, resellers and
buyers of domain names--was heard. That turned out to be an almost
impossible task. Naturally enough, normal members of the public did not
have the time or interest (or funds) to involve themselves in ICANN's
business. Despite numerous attempts, we failed to atttract more than a
few thousand people at best to our various meetings, online
conversations, requests for comment and the like. Our online message
board was mostly painful to read. When | finally resigned from the
ALAC, I too found ICANN too removed from my daily interests to pay much
attention to its activities.

Why | Changed My Mind--Lack of Oversight

Our premise for new TLDs was that we would select registry managers
who would add value to their TLDs and monitor the behavior of their
registrars, who would in turn make sure that the registrants followed
whatever requirements the registries imposed. In fact, the business
overall has become one of sleazy marketing practices, front-running
(where registrars or related parties buy names for their own accounts,
competing unfairly with their customers) and a high proportion of
spammy domains. Unfortunately, the ease and lack of accountability with
which someone can buy a domain name has led to a profusion of spam,
phishing and other nefarious sites. There's no reason to think the
situation would be any better with the next set of new TLDs; there
would simply be more of them.

And as the case of .xxx shows, many of the second-level domain-name
purchasers who do have honest intentions will probably be more
interested in defensive registrations rather than adding value to the
system. (One such case is that of Meetup.com, out of whose office |
work and on whose board | sit. Meetup has attempted to register
Meetup.xxx, but has been told the name has been reserved on the
““premium queue” to be auctioned off to the highest bidder. Even more
perversely, Meetup cannot even bid at auction for its own trademarked
name unless it somehow becomes registered as a member of the “adult
community,” which is at odds with the very nature of its business and
the very reason it sought to reserve the name. Meetup's only remedy
Fltimqte)ly will be to file an expensive and time-consuming trademark
awsduit.

Why | Changed My Mind--Misallocation of Resources

Our initial assumption was that new TLDs would be relatively cheap.
But ICANN's current plan envisions an expensive application process and
expensive registrations.

The amount of money likely to be spent on these new TLDs--both by
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new applicants and registrants, and by incumbents protecting their
names--is huge, at a time when businesses and consumers are just
scraping by. I believe in innovation, but only if it adds value. In
this case, most of the new domains would simply add friction.

As with .xxx, where many of the registrants are actually companies
who want to make sure their name is not used in .xxx, | predict that
many or most of the new registrations will be defensive. Marriott.com,
for example, works fine; why do they need marriott.hotels except
defensively? (Or why do they need to own .marriott?)

The rationale is that there's a shortage of domain names . . . but
actually, there's a shortage of space in people's heads. When you add,
for example, .hotel, you are not creating new space; you are carving up
the «hotel» space in people's heads into .com and .hotel.

So was that Marriott.com or Marriott.hotel? or dyson.com or
dyson.hotel? if | decide to rent out my apartment. Consumers will
inevitably be confused, and the primary beneficiaries will be Google,
trademark lawyers. . .and of course the registries and registrars.

In short, it's as if you owned a field, and you paid a border
guard. Now the border guards want you to pay separately for each little
chunk in your field; it's still the same field, but now it's carved
into ever-smaller pieces. To use my own small field as an example, the
field was originally called edventure.com. Now the new chunks could be
labeled edventure.ar&gel, edventure.blog, edventure.ngc, edventure.post,
edventure.fin . . . and perhaps I'll also be solicited to buy the TLD
.efd_venture so that some educational or editorial group won't get hold
of it.

In the end, new domain names are somewhat like derivatives: They
add complexity and transactions and lots of rights and obligations
without actually creating anything of value.

Context: Innovation Can Happen Without New TLDs

I have heard from people who say that the new TLDs will lead to
great innovation. | once thought so too. I had visions of .fin for For
examJ)Ie;, there are people who want to launch .eco and .green as the
foundation of a «green» marketing camlpalgn that would
pqrﬁortedly do untold good for the world at large. But what's wrong
with edventure.com/green?

Meanwhile, there Is innovation in namespaces, but it comes with
overall innovation. One of the best and simplest examples | can think
of is twitter, where | am @edyson or http://twitter.com/#!/edyson--a
fine use of an existing TLD.

Remedies . . .

Of course, my task here does not end with complaining. What should
be done? First of all, it is not the role of Congress to tell [CANN
what to do. ICANN is accountable to the worldwide public, not to the
U.S. Government (except through one limited contract). But it is the
role of Congress to shed light on issues of public interest, and to
suEgest olitely that ICANN follow thrqu%h more fully on its
acknowledged obligation to soI|C|tJ)ubI|c eedback. As I discovered
during my time at ICANN, it's hard to get the public interested in
these matters. (In that respect too, domain names are like
derivatives.)

As | mentioned, ICANN has indeed followed the process of soliciting
public opinion, but I do not believe they have obtained «informed
consent,» in the sense that people actually understand the
issues.

Much Broader Consultation With the Public

Therefore, although personally I would like to see ICANN simply
abandon this program, | have been told again and again that this is not
«realistic.» If that is indeed the case, | would recommend
that ICANN rapidly re-launch its consultation process with much broader
outreach. Perhaps these hearin?s and the subsequent press coverage will
[|1_(Ia_l|c|13to inform the broader public and shade ICANN's approach to new

S,
Much Stronger Front-End Protection

At the same time, ICANN could offer much broader and easier
protection (from similar-sounding TLDs) to existing registrants, akin
to what ICANN itself has and what the Red Cross is asking for. Of
course, this would obviate much of the interest in the new domain
names, but it is a proper obligation for ICANN to undertake, in my
opinion.

Conclusion

The current domain name system in some ways is an accident of
history. ICANN was created to regulate it, independently of any
government and on behalf of the Internet--and world--community as a
whole. Just as with fishing rights, communications spectra, taxi
medallions and other «commons,» there's a delicate balance
between too few and too many domain names, which this new initiative
may well upset if it goes forward without more serious study. As the
old saying goes: If it ain't broke, don't fix it!
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I would welcome any questions.

Senator Klobuchar. Thank you very much.
We'll now turn it over to Chairman Rockefeller.

STATEMENT OF HON. JOHN D. ROCKEFELLER 1V,
U.S. SENATOR FROM WEST VIRGINIA

Senator Rockefeller. | went to college and | didn't learn
very much either, so don't feel badly about it.

This hearing is interesting because--and | missed the first
art and | have to leave after | make a couple of remarks,
ecause | have the worst schedule in the history of the whole

week.

[Laughter.]

Economists | think are not entire(ljy in agreement as to
whether this is a good thing or a bad thing. So to declare it a
bad thing--trying to be a neutral chair as we look at this
whole thing--is a point of view, but it's a point of view which
I also recognize has some people on the other side of it.

Cybersquatters are an abomination. So are f)eople who abuse
children through websites on Facebook and all the rest of it.
Lots of abominable people around. But the question is are we
going to have hundreds, are we going to have thousands of new
names? If you look at dot-com, dot-net, dot-org, and then you
sort of go to dot-hotel, dot-baseball, dot whatever it is, how
long does that extend out? How much actual difference does that
actually make?

I have to be very sensitive to the question of the money
that you feel you're going to have to spend to protect yourself
against cybersquatters, and I think they're going to be
endless. They will go on as long as the Internet goes on.
Hopefully they won't blow us up altogether on a worldwide
basis, because they can do that, they can shut us down, the
Internet can. But that's not the point.

I think we have to get used to dot-hotels, | think we have
to get used to dot-auto. I start from that position, but |
listen. And I think a surge of new names and addresses can
create opportunities. Whether they will or not or whether they
will at such a cost-inefficient ratio, I do not yet know. And
that's part of what we're discussing today.

If ICANN is determined to move forward, it surely better do
so slowly and cautiously, not try to do this in a tranche or
two. The potential for fraud, the potential for consumer
confusion can lead to fraud without a knowing act,
cybersquatting, all of these are massive. Scaling back the
initial round of top new-level domains introduced in 2013 may
be a prudent approach if that's the way we're going to go.

Companies, nonprofit organizations, and others are rightly
concerned that this new landscape will require them to spend
money. You have said that. | didn't hear the first three, but
karma told me you said that.

So it is my hope that we can phase this expansion over
time. If we're going to do it, we should phase it over time,
not be regretful after the fact that it was done too hastily.
That's the point. If we can make sure that we don't have to
look back with regret, then we will have not been too hasty.

You know, that said, there are exciting new possibilities
out there. This is intriguing in many ways. Companies and
others will be able to place their name. You can get dot-
search, dot-banks. | mentioned dot-baseball. | care about that
more than | should. And with the current plan, the sky is the
limit. That's both the challenge and the threat, from your
point of view, and maybe mine.

So as the Senate committee tasked with examining issues
related to the Internet, we have to understand what this reall
will mean for the people you purport to represent, but we al
feel that we represent, too, for the millions of Americans who
use the Internet on a daily basis and the thousands of
businesses and orgr;anizatlons who do exactly the same.

So the matter of unintended consequences strikes me as a
very important subject for today. One cannot--if they're
unintended, by sort of definition one can assume that they will
happen, but one cannot predict absolutelhl they will happen. An
unintended consequence is something which has not dyet happened,
and it could be a good consequence, it could be a ba
consequence, usually bad.

I know ICANN has undergone a very lengthy process on the
top-level domain expansion. The decisions will hopefully spur
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additional competition and innovation on the Internet. | tend
to look upon that as a good thing. However, many in the
Internet community--witness what you were saying--don't like
the unintended consequences and the manner in which this
expansion is being conducted.

So today what we're going to do is discuss those
opportunities. It's important to remember that ICANN is
nonprofit, and it was established in 1998 at the behest of
Department of Commerce. The U.S. Government rightly decided
that a private entity representing the interests of the entire
Internet community should administer the critical
infrastructure of the Internet.

So let us go forward. The multi-stakeholder approach will
not work without all of you and without us. We need to have a
constructive attitude within ICANN, within NTIA, and the
Internet community. So here we are launching on something new.
Those who are satisfied with what is the current situation are
almost necessarily nervous about a different future. Is it

necessary to be nervous about an unknown future when economists

cannot agree whether it will be a good thing or a bad thing? |
think it's a natural thing, and that's the way you feel and
therefore that's what counts. That's what we have to hear.

I remain open to the discussion and grateful to Senator
Klobuchar.

Senator Klobuchar. Chairman Rockefeller, in light of time
do you want to do your questions now?

Senator Rockefeller. No, thank you.

Senator Klobuchar. OK, very good. And | know Senator
Boozman's going to make a few comments here.

STATEMENT OF HON. JOHN BOOZMAN,
U.S. SENATOR FROM ARKANSAS

Senator Boozman. Thank you, Senator. | think, in the
interest of time, as the Chairman mentioned there's just so
much going on, that | will hold off for now.

Senator Klobuchar. OK, very good. And if my other two
colleagues don't mind, I think we'll just get started with the
questions, and if there is time remaining before we have to end
at ten minutes to twelve o'clock, then we'll do some statements
at that time, and there may be.

I'm going to get started here. Mr. Pritz, | have some
questions about the funds that ICANN will generate through this
proposed program for expanding top-level domains. As |
understand it, ICANN is charang $185,000 for each top-level
domain application; is that right?

Mr. Pritz. That's correct.

Senator Klobuchar. OK. And then how many applications do
you expect to receive? I've heard there could be hundreds. Is
that right?

Mr. Pritz. That's right. That number is a matter of great
speculation. When we first started making estimates, the number
was thought to be 300 to 500. Over time and as interest is

enerated, I think the number is greater than that now. But
that's sort of rumor. We're kind of----

Senator Klobuchar. You thought it was going to be 3to 5
and it went up to hundreds?

Mr. Pritz. No. We thought it was going to be 300 to 500.

I'm sorry.

Senator Klobuchar. 300 to 500. And now----

Mr. Pritz. Now it's greater than that.

Senator Klobuchar. You think it might be thousands now?

Mr. Pritz. Not thousands, but 500 to 1,000 or maybe
slightly over 1,000. And that's based on hearsay. A lot of
companies that are planning for this are keeping their plans
close to the vest, which makes a lot of sense because it's a
business strategy. But | know that a lot of large corporations
are developing different strategies for taking advantage of the
opportunities, and that other segments that are interested are
small communities. There is interest in internationalized
domain names, which are names in other languages than English
to the right of the dot, which will open up some additional
opportunities; and also there is----

Senator Klobuchar. What if more than one entity bids for
one of these? Then what are you going to do? Like one hotel
chain wants to be dot-hotel and another hotel chain wants to be
dot-hotel?

Mr. Pritz. That's a really interesting question. It was the
matter of a great amount of work. There's really three steps in
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what we call a contention resolution process, if two entities
apply for the same name. First, the entities are encouraged to
work it out between themselves. So rather than other arenas, we
encourage them to get together and try to come to some
solution, either by combining their efforts or having some

other sort of accommodation.

There's also an accommodation for certain types of TLDs
that are labeled community TLDs. So recognizing the value that
communities bring to the DNS, the policy Is to encourage the
development of community-type TLDs. TLD applicants that can
establish that they are in fact community TLDs by being weighed
against certain criteria will be given a preference. So a

community TLD would be awarded the TLD before a hon- community

TLD. And then finally----

Senator Klobuchar. Are you talking like NYC or something
like that?

Mr. Pritz. It could. There's criteria in the guidebook that
says you have to be part of a Ionﬁstandin? community, that the
name you are applying for is really closely related to the
community, that you have the support of the community, that
there's not--there’s not any contradiction from that community.
So it's a set of criteria that are really scored.

Senator Klobuchar, What about Ms. Williams' concerns about
nonprofits and how difficult it would be for them to compete in
this auction process?

Mr. Pritz. So one answer to that is if YMCA qualifies as a
community then they would get a preference.

Senator Klobuchar. But do they still have to pay that much
money?

Mr. Pritz. Yes, so the $185,000 is--well, there's two
answers to that question. One is the $185,000 is a cost-based
fee, and we've been public about our calculations for how much
it costs to receive a top-level domain. They're not to be
awarded Ii(?htly. You have to meet financial and technical
criteria and show you have the wherewithal to actually operate
a registry, which is a piece of Internet infrastructure.

But also, ICANN has a support program that the board just
recently approved, that for certain deserving candidates the
application fee will be lowered from $185,000 to $47,000. But
admittedly there's a limited amount of funding for this and
we're trying to generate more funding, and that's another
avenue.

Senator Klobuchar. So if you have these auctions, it could
go abgve $185,000 if different companies are vying for this
name*

Mr. Pritz. So----

Senator Klobuchar. And then what happens with that money if
you end up having a big surplus?

Mr. Pritz. So the answer to the first question is, yes.

There's a market theory that funds flow to the most efficient
use in the market and so the company that bids the highest in
the auction would pa)éa higher price. But we also recognize
that by encouraging the entities to negotiate it's more
economical for them to arrive at an accommaodation than pay an
auction fee.

Second, ICANN's been very public about any fees received
from auction will be put into a separate fund and the whole
Internet community gets to discuss the use to which those funds
are put. So ICANN's a not-for-profit, right, so it's a zero-sum
game. So those funds might go to fund Internet security
projects or combat cybersquatting or other crime or fund other
needy applicants, something like that. Those are the things
that have been discussed.

Senator Klobuchar. Last question | have. I'm sure you're
aware there's been a lot of discussion over the past few months
related to potential conflict of interest at ICANN with the
departure of a former chair, not Ms. Dyson. What are you doing
to respond to those concerns?

Mr. Pritz. Well, first, again two things--and | usually
speak in threes. First, ICANN has a very robust conflicts
policy. I sit in board meetings. Board members that are
conflicted must make a statement of interest and they're often
excused from the room in the instances of many discussions.
There's a training class for all board members and officers to
go through regarding conflicts of interest. So if you were to
read the conflicts of interest policy ICANN has, you would find
it to be very robust.

Additionally, the ICANN board recently approved an
enhancement to that policy where any board member who votes on
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or discusses a potential new gTLD apﬁlication cannot be hired
b¥| that gTLD for a period of 12 months after leaving the board.
There's also new rules around declaring interest and being
excused from conversations and vot